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n Rare earth elements,
which occupy 17 spots on
the periodic table, are categorized as “strategic minerals” by
the U.S. government and therefore
considered vital for national defense.
The problem is that China has a near
monopoly on the complex process of
separating 16 of those elements. However,
American companies plan to recapture some
of that market share. Cover: iStock illustration
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n The Marine Corps is
revamping its training
to help troops prepare
for future battles. That
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n The controversial F-15EX aircraft
program, which began under former
President Donald Trump, has been
embraced by the Biden administration.
Manufacturer Boeing will be ramping up
its production capacity to meet demand.
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Building Tomorrow’s Defense Workforce Today
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overarching American labor force. Early findings of the project
highlight that a healthy future workforce cannot be pursued
solely by one economic sector. We cannot focus on cutting a
larger slice of the highly trained, highly educated talent pool
pie for defense. We need to make the pie larger, supporting all
sectors of tomorrow’s economy with the skilled, diverse labor
force necessary for future national security and economic security.
For example, the STEM Education Pathways working group,
comprised largely of educators, is examining factors limiting
the number of K-14 students prepared for and interested in
STEM fields. They have not focused on increasing the candidate pool for the defense industrial base, but instead are
evaluating programs that will improve access to workers with
STEM backgrounds across sectors. By embracing this approach,
Defense Workforce Project recommendations will enhance all
areas of American power and influence while also providing a
greater incentive for all stakeholders to adopt and implement
recommended solutions.
Other working groups will also provide recommendations
for policy makers and executives across all levels of government — federal, state and local. For example, the Skilled
Careers working group, tasked with addressing the decreasing
number of welders, electricians, machinists
and other qualified vocational workers, is
focusing on studying existing programs, such
as apprenticeships, that promote training
for skilled careers, and building a list of the
most successful for targeted scaling nationwide. Recommendations will include advice
on how government at all levels can assist
in encouraging and providing resources to
young people to pursue these much-needed vocations.
This fall, each working group will present, discuss, and field
questions on their interim findings at the inaugural NDIA
Defense Workforce Summit. This summit will also serve as
the launch of the second year of the program, allowing those
continuing with the program to refine their scope and examine
new recommendations over the course of 2022. We recognize
the protracted nature of this initiative and built the Defense
Workforce Project to provide analysis and policy recommendations for the short-, mid- and long-term.
We know we will not solve all impending labor force issues
overnight. Our solutions will focus on generational impacts.
We recognize we must act now if we want to equip workforce
entrants in 2040 with the knowledge, skills, ability, education
and training to tackle the unforeseen challenges they will face.
NDIA, through its Defense Workforce Project and in collaboration with Congress and the Defense Department, plans
to stand at the forefront of tackling labor force issues as we
remain at the heart of the mission to protect and preserve our
nation’s security. ND
Chris Sax is a strategy associate at NDIA.
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n American national security faces many destabilizing challenges that threaten to upend U.S. military supremacy. These
threats, including an unprecedented rate of change in technology, the rise of great power competitors, and the criticality of
non-traditional space and cyber warfare domains, exist across
an increasingly interconnected international system.
Despite this litany of outside threats, our nation faces an
impeding domestic problem the Defense Department and
defense industrial base must unite to address: a critical shortage of workers qualified, clearable, and interested in working
in our nation’s defense ecosystem. To meet these challenges,
NDIA launched the Defense Workforce Project with an aim to
create the conditions to develop and maintain a robust, ready,
and cleared defense workforce for 2040 and beyond.
The threat posed by an inadequate defense labor pool
threatens industry and government alike. America’s STEM
education output increasingly lags our international competitors. U.S. manufacturers struggle to find cleared workers to fill
their openings for skilled employees. Our defense workforce
doesn’t demographically match our population, and new technologies are disrupting how and where we work. The United
States and its defense industrial base need a heathy, robust
talent pipeline to ensure U.S. forces continue to enjoy decisive
competitive advantage across the spectrum of
future conflicts.
The Defense Workforce Project is comprised of multiple working groups led by
subject matter experts examining these
challenges to the future health of the American labor pool. During its first year, NDIA
established four working groups focused on:
improving pathways for STEM education;
bolstering the skilled workforce; exploring the impact of technology on the future of work; and increasing the defense community’s diversity and inclusivity by expanding and tapping
into talent pools.
In addition to the Defense Workforce Project, NDIA partnered with Reps. Jason Crow, D-Colo., and Troy Balderson,
R-Ohio, as they established the Defense Workforce, Innovation, and Industry Caucus, also known as the DWIIC. The
caucus serves as an open line of communication to lawmakers
for issues such as supply chain resiliency, research and development, onshoring, cybersecurity, and any other challenges
within the defense industrial base. NDIA will work with the
caucus’ growing membership and develop a program of meetings and events to educate members and staff on DIB issues to
include workforce challenges.
The DWIIC creates a defined legislative channel for Defense
Workforce Project recommendations. NDIA understands that a
whole-of-nation approach is needed to develop a defense labor
force that can continue to effectively and efficiently provide
the services and equipment that America’s warfighters need.
Many of the challenges and solutions discussed by the
Defense Workforce Project and the caucus will also benefit the
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UP FRONT COMPILED BY STEW MAGNUSON
Failed Wargame Spurs Change, Hyten Says

n After a disastrous wargame last October, Vice Chairman of the Joint
Chiefs of Staff Gen. John Hyten issued four new directives to better
prepare the military for future battles.
“Without overstating the issue, it failed miserably,” he said during the
Hyten
launch of NDIA’s Emerging Technologies Institute. “An aggressive red
team that had been studying the United States for the last 20 years just
ran rings around us. They knew exactly what we’re going to do before we did it and they
took advantage of it.”
And that was just a wargame, he said. The nation’s real competitors are “probably even
more focused, more determined,” Hyten added.
Officials are shifting toward a concept called “expanded maneuver,” he said. To support
the concept, Hyten recently released four new directives, or what he called “functional
battles,” focused on: contested logistics; joint fires; joint all-domain command and control;
and information advantage. If the military embraces these functional battles, “the United
States and our allies will have an information advantage over anybody that we could possibly face,” he said.

Space Force Has Big Role for JADC2

n The Space Force’s analysis center will be crucial for the Pentagon’s joint all-domain
command and control efforts, said Space Force Vice Chief of Operations Gen. David “DT”
Thompson.
The Space Warfighting Analysis Center will examine how data relay and satellite communications technology can work for the JADC2 effort as part of the service’s force design, he
said at a Mitchell Institute for Aerospace Studies event.
The contribution “may be one of the most consequential activities that the U.S. Space
Force will engage in for a long time,” he added.
JADC2 is envisioned as an internet of things for the armed forces that will connect sensors and shooters. Because the network needs to be “data rich,” space may be the only option
for providing large amounts of data in access-denied areas, Thompson noted.
The network needs to be more interoperable and “path agnostic,” which satcom and data
relay activities will help accomplish, he said.
“That sort of a mesh network that connects all of that is really where we have to go on
the ground, in the air and in space to really realize the full vision,” he said.
(Read more about JADC2 on page 32)

Commandant Shares Lessons from Gulf War
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Implementing Deterrence by
Detection: Innovative Capabilities,
Processes and Organizations for
Situational Awareness in the
Indo-Pacific Region
By Thomas G. Mahnken, Travis
Sharp, Chris Bassler and Bryan W.
Durkee, Center for Strategic and
Budgetary Assessments
n Deterrence and detection go
hand in hand, so if the U.S. military
wants to thwart China’s aggression
in the Indo-Pacific, it has to know
what it’s doing, the authors of this
62-page CSBA
report note.
“The United
States and its allies and partners
can strengthen
their near-term
deterrence
posture against
China by increasing Beijing’s fear of being detected
committing an infraction,” the
report said.
Infractions may include attempts
to coerce allies, prepare for military
actions and illegally fish in protected waters.
The authors recommend a threepronged approach to their “Deterrence by Detection” concept.
One is to employ the widest
spectrum of intelligence, reconnaissance and surveillance technologies
available. All of the ISR data should
be fed into a multi-domain fusion
center, the study recommended.
“Making the information as
accessible as possible will increase
coordination among allies,” the
report stated.
The second is to employ AI
to automate data collection and
processing tasks.
The third is to create a “neighborhood watch” comprised of
a network of allies who share
information.
“Implementing Deterrence by
Detection would strengthen the
bonds between likeminded nations
in support of maritime security
and governance,” the report said.
— Stew Magnuson

NDIA/Melanie Yu photo, Defense Dept. photo

n On the 31st anniversary of Iraq’s invasion of Kuwait, Commandant
of the Marine Corps Gen. David Berger reminisced as he sat before a
large crowd at the Navy League’s annual conference.
“We didn’t know it on the 2nd of August [1990], but we had almost
six
months to prepare before a conflict,” he said, referring to the start
Berger
of the Gulf War. “Six months to build up our stocks in Saudi Arabia.
Six months to rehearse. Six months to train. Six months to man everything. We had 167 days.”
Looking forward, the United States won’t have that luxury again, he said.
“I don’t think anybody on this stage thinks we’re going to have 167 days” to prepare for
future conflicts, he said as he looked at his fellow maritime leaders Chief of Naval Operations Adm. Michael Gilday and Commandant of the Coast Guard Adm. Karl Schultz.
“We’re not going to have that kind of time going forward,” he added. “We’re not going to
be allowed to.”
That means the military needs to focus on the “human element” as it develops its leaders
of the future, he said. That will require enhanced training and education to prepare them for
advanced battles.
(See more on the Marine Corps beginning on page 36)
— Reporting by Yasmin Tadjdeh and Meredith Roaten
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Hello, Goodbye

Defense Dept. photos, Boeing photo, Lockheed Martin photo

n James “Hondo” Geurts, who was
performing the duties of undersecretary of the Navy, announced his plans
to retire from government service at
the end of
August.
Meanwhile,
in a totally
unrelated matter, the job of
undersecretary
of defense for
acquisition
Geurts
and sustainment is going
begging. Gregory Kausner, executive
director for international cooperation,
has been temporarily assigned to perform the duties of the undersecretary.
The Space and Missile Systems
Center has been redesignated as Space
Systems Command headquarters,
officially establishing the newest field
command of the Space Force.
The Boeing Co. named Brian West
as its executive vice president and
chief financial officer. West succeeds

n National Defense
will be covering the
Air, Space and Cyber
Conference at National
Harbor, Maryland, Sept.
20-22.
The Association
of the United States
Army’s annual meeting and exposition is
scheduled to take place
in person Oct. 11-13.
NDIA’s Armaments,
Robotics, Munitions
Technology Divisions
and the Global Explosive Ordnance Disposal
community are combining their annual events
and calling it the Future
Force Capabilities Conference and Exhibition,
which will take place
Oct. 18–21 in Columbus, Georgia. ND

Greg Smith, who recently retired.
deputy director of the joint strike
Lockheed Martin also got a new
fighter program.
CFO as Kenneth Possenriede decided
Shield AI, which is applying selfto retire due to personal reasons. John
driving car technologies to military
Mollard, vice president and treasurer,
aircraft, acquired Heron Systems Inc.,
was appointed acting CFO.
a software company known for
Jeff Shockey has left Boeing
defeating an experienced Air
to join Raytheon TechnoloForce F-16 pilot and five other
gies as senior vice president of
AI-pilots during DARPA’s
global government relations,
AlphaDogfight trials.
succeeding Timothy McBride.
Heron Systems will operate
Chebi
Marine Corps Lt. Gen.
as a wholly owned division
Karsten Heckl has
under Shield AI.
Polly Spencer,
been nominated as
wife of the 76th
the deputy comSecretary of the
mandant for comNavy, Richard
bat development
Spencer, recently
and integration
christened Littoral
at Marine Corps
Combat Ship-27,
headquarters and
which will be
commanding
known as the USS
general of Marine Spencer christens the USS Nantucket.
Nantucket.
Corps Combat
Goodbye to hopes that Avalon,
Development Command.
The Australian International Airshow,
Navy Rear Adm. Carl Chebi was
nominated as Naval Air Systems Comwould take place this year. Organizers
mand commander, Patuxent River,
canceled the event and said the next
Maryland. He is currently serving as
one will take place in 2023. ND
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Editor’s Notes

BY STEW MAGNUSON

Boxcutters, Garage Door Clickers and a Virus
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to send electronic signals to set off the bombs from a safe distance — causing horrific bloodshed for the military and civilians.
And like the 9/11 hijackers, there was a lot more to the tactic than the detonation device. They had to have explosives —
plenty of those laying around — and training proliferated on
the internet to make and deploy bombs.
The Defense Department and its industry partners spent
billions to tackle the problem with the creation of special task
forces and organizations with the sole goal of defeating IEDs.
Jammers quickly defeated garage door clickers, but not the
wires hidden in the ground.
Predator drones with high-resolution cameras and hyperspectral imagers sought out the bombs and bombers. Industry
rapidly designed and manufactured mine-resistant ambushprotected vehicles. Advanced forensics allowed special operators to quickly go after the bombmaking networks. It was a
monumental undertaking to defeat what was basically a variation of a Claymore landmine.
Again, behind the clickers was
human will. The bombers burying
the IEDs believed what they were
doing was justified, right up until a
drone dispatched a Hellfire missile.
And finally, the virus. It’s not a simple, everyday item, but COVID-19
just about brought the nation to its
knees. It’s an unseen enemy outside
of a research lab or magazine covers.
Neither DHS nor the mighty U.S.
military could stop COVID-19 making its way from China to here. Or its subsequent variants. It
has taken some 617,000 lives as of press time, with almost
incalculable costs to the nation.
But again, American ingenuity was applied to the problem
and a vaccine emerged quicker than anyone expected. The
Defense Advanced Research Projects Agency has taken some
credit for research that fostered methods that could rapidly
create vaccines.
These three items altered history irrevocably. But Americans
rose to the occasions. Terrorists will never again be able to take
over an airliner with something as simple as boxcutters. Cockpit doors have been hardened and they saw what happened
to United Flight 93. There are probably dozens of passengers
on any given flight with the human will to pummel them to
death if they try. And roadside bombs failed strategically to
chase U.S. forces out of Iraq and Afghanistan.
Americans have a great deal of their own human will to
counter such threats.
As for COVID-19, what government and industry has
achieved is laudable. But sadly, the pandemic has not unified
the nation. It has divided it like never before.
What will the ultimate costs be for this microscopic enemy?
ND

iStock photo

n It has been two decades since 9/11 and like many people,
the anniversary snuck up on me. I suspect many readers are
asking themselves: has it really been 20 years?
As a journalist who has been reporting on defense and
homeland security technology for the past two decades, there
are three things to me that represent the last 20 years — boxcutters, garage door openers and a virus.
These three objects — along with the intangible human will
— have helped shape recent U.S. history.
It has been said that a “failure of imagination” led to 9/11 —
that no Americans foresaw that airliners could be taken over
by a bunch of fanatics using only boxcutters. They didn’t have
explosives or guns — only rudimentary knives found in arts
and crafts stores that escaped the attention of airport screeners.
Of course, the 9/11 attackers had a bit more than boxcutters. They had a plan. They had some training on how to fly
jets. But at the end of the day, the weapon used to take over
the airliners was a sharp edge — something that dates back to
the days of the cavemen.
And, they had human will. The
attackers went down believing their
heinous acts were justified.
Every action has a reaction, and
what a reaction there was to 9/11.
The “failure of imagination” and
boxcutters led lawmakers to imagine
all sorts of scenarios where terrorists
could attack the homeland and to
allocate billions of dollars to protect
us against some of these perceived
threats.
It led to the creation of the Department of Homeland Security to administer these programs.
In DHS’ early years, I covered many programs Congress
mandated to thwart every plot that ever appeared in a Tom
Clancy novel or James Bond movie. Many of them were colossal wastes of taxpayer dollars. It took a long time for the government to learn that using big data was more practical than,
for example, scanning every one of the 7 million shipping containers entering the United States for an improvised nuclear
bomb.
DHS has its critics, but there hasn’t been an attack on the
scale of 9/11 for 20 years. But the extremist ideology — and
the human will to carry out terrorist attacks — remains.
Another reaction to the hijacking of airplanes with boxcutters was the invasion of Afghanistan, and later Iraq. And that’s
where garage door openers entered the scene.
Along with reporting on homeland security technology, I
wrote about the scourge of roadside bombs. There were some
three dozen identified methods of setting off an improvised
explosive device, the asymmetric tactical and strategic weapon
insurgents used in Iraq and Afghanistan to attack U.S. forces.
The one that symbolizes the simplicity of the weapon for
me was the everyday garage door clicker. Insurgents used them
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BY REBECCA WOSTENBERG

Pentagon Must Address Modernization Quandary
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grams to account for failure.
Security, especially as it relates to data and intellectual
property, is another key theme in the report. With security
concerns throughout the supply chains, the Pentagon must
implement zero-trust principles across all technology areas.
Zero-trust is a concept formulated initially for cybersecurity,
where no user or data on a network is granted access beyond
its direct scope, and where everything is verified. While challenging to implement and resource-intensive, national security
depends on it.
The report notes the critical role that academic institutions
play in emerging technologies. However, classification barriers
often inhibit academia from contributing more. The department, and the U.S. government writ large, should expand the
limits of data that can be released to academic institutions to
the maximum extent possible, without compromising security.
From the congressional perspective, the report emphasizes
how the Defense Department must communicate more effectively with Congress, especially on limiting or ending non-vital
programs. While most lawmakers support defense technology
modernization, recommendations to cut legacy systems to fund
new capabilities are often a politically tough pill to swallow.
Though ideally an apolitical organization, the Defense
Department should not ignore the economic and political
impacts as it explains the benefits of modernization
to members of Congress and their staff. At the same
time, the Pentagon and lawmakers must improve communication with the defense industrial base on emerging technologies. This means clearly and consistently
explaining which technologies are the priority. In turn,
this will spur private investment in the military’s top
priorities, thus supporting national security and providing
viable investment opportunities for industry.
Finally, Congress and the department must clearly articulate
the threat that near-peer competitors, such as China, pose to
American national security. Historically, large investments in
military modernization have occurred in response to existential
crises. Since a crisis has not yet defined the Chinese threat, the
American public broadly — and its representatives — do not
necessarily share a thorough commitment to the U.S.-China
competition. Without a shared sense of urgency, there is no
appetite to increase defense spending to the levels required for
rapid defense modernization.
Perhaps the most important point, however, is the need for
cultural change. The Defense Department must change the
way it approaches trust, the way data and intellectual property
are handled, and the way it communicates with Congress. As
the report makes clear, the military is at an inflection point.
Making the right policy changes and investments now can
ensure American supremacy for years to come. The wrong
policies and investments risk ceding global leadership. ND
Rebecca Wostenberg is a research fellow at NDIA’s Emerging
Technologies Institute.

iStock photo

n Since the Cold War ended, several factors have converged
presenting the perfect storm of national security challenges for
the Defense Department and the United States writ large.
A series of decisions — or lack of decisions — resulted in
delayed defense modernization programs. Near-peer competitors, such as China and Russia, are dramatically increasing their
capability while the U.S. faces an erosion of domestic industrial
capacity in critical sectors. And the Pentagon now is under
significant budget pressure as it maintains legacy systems and
capabilities, while responding to the needs and expectations
of executive branch leadership, Congress and the American
people. This is the modernization quandary.
Earlier this summer, the Emerging Technologies Institute
(ETI) hosted the first workshop in an ongoing series focused
on accelerating the delivery of emerging technologies into the
hands of American warfighters. ETI published a report with
the key findings to continue the conversation. The report centered on prioritizing the technologies to maximize capability
for cost, examining process changes to improve delivery, and
reducing legislative barriers to fielding the technologies.
Given current budget constraints, it will take a concerted
effort — with Congress, industry and academia — to streamline processes and increase the tolerance for risk in technology
development. Updating acquisition processes and leveraging
existing authorities for flexibility and transparency
will be necessary, as will strengthened communication
between Congress and the Defense Department.
A common theme throughout the report is the
importance of digital engineering. Put simply, digital
engineering would allow the department to create
“digital twins” or a digital representation of a real-world
object. As the report highlights, this can have dramatic impacts
on reducing costs and accelerating timelines for defense acquisitions. While industry embraced digital engineering some time
ago, the Pentagon lags in incorporating this approach. The
department must accelerate this process and should emulate
digital engineering and data collection techniques used by industry. At the same time, the DoD must clearly define ownership,
use and protection as it relates to data and intellectual property
in order to successfully transition to digital engineering.
Another key takeaway is that acquisition and budget processes are antiquated and must be overhauled to allow for increased
flexibility and transparency. Nearly six decades old, the department’s current Planning, Programming, Budgeting and Execution process lacks the flexibility to respond to real-time shifts
without the entanglement of burdensome bureaucracy.
A margin of failure should also be built into the budget of
new programs. Since current budgets are static and allocated
months or years in advance, failure is typically seen as a waste
of time and money. While this statement may be true for
destructive failure, many notable and successful programs have
failed — constructively — numerous times before achieving
success. The department must be less risk-averse, and, in turn,
Congress must be willing to allocate budget margins in pro-
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How AI Could Go Disastrously Wrong
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working to avoid AI accidents and blunders.
Jane Pinelis, the JAIC’s chief of test and evaluation, said the
organization has partnered extensively with the Office of the
Director of Operational Test and Evaluation as it develops new
technology.
“We work with them on a variety of issues,” she said during a recent briefing with reporters. “We work with them and
coordinate with them probably a few times every week.”
Each of the JAIC’s systems is tested, and the center is currently collaborating with DOT&E on different systems that are
in various stages of development, she said.
However, Toner noted that rigorous testing and evaluation of
any deep learning system remains a big challenge. “This isn’t a
DoD problem, this is a whole world problem.”
The Defense Department must also be mindful that while
researchers and engineers are developing new systems that
could one day be more resilient, many of today’s systems will
be around for a long time, the CSET report noted.
“Governments, businesses and militaries are preparing to
use today’s flawed, fragile AI technologies in critical systems
around the world,” the study said. “Future versions of AI technology may be less accident-prone, but there
is no guarantee.”
It continued: “The machine learning
models of 2020 could easily still be in use
decades in the future, just as airlines, stock
exchanges and federal agencies still rely today
on COBOL, a programming language first
deployed in 1960.”
For the Pentagon — which has decades-old
equipment in its inventory — that could be particularly problematic, Toner said.
“The Defense Department [has] to be really forward leaning
in thinking about ways to use these technologies and then testing them and starting to consider potential use cases,” she said.
Officials need “to be really cautious and deliberate in actually
embedding them into platforms because … any platform that
is acquired is likely to be in use for decades.”
While some issues may become evident early in the development process, others could take years to manifest after systems are already in widespread use, she added.
To better avoid accidents, the federal government should
facilitate information sharing about incidents and near misses;
invest in AI safety research and development; fund artificial
intelligence standards development and testing capacity; and
work across borders to reduce accident risks, the report said.
For the military, working across borders is critical, Toner said.
In a defense setting, “a really key component of that is thinking about the strategic stability implications of increasing the
use of AI,” she said. Toner seconded recommendations from
the National Security Commission on AI — which released its
final report to Congress in March — that called for more discussion around crisis dynamics, conflict escalation and strategic
stability with Russia and China. ND
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n As researchers and engineers race to develop new artificial
intelligence systems for the U.S. military, they must consider
how the technology could lead to accidents with catastrophic
consequences.
In a startling, but fictitious, scenario, analysts at the Center
for Security and Emerging Technology — which is part of
Georgetown University’s Walsh School of Foreign Service —
lay out a potential doomsday storyline with phantom missile
launches.
In the scenario, U.S. Strategic Command relies on a new
missile defense system’s algorithms to detect attacks from
adversaries. The system can quickly and autonomously trigger
an interceptor to shoot down enemy missiles which might be
armed with nuclear warheads.
“One day, unusual atmospheric conditions over the Bering
Strait create an unusual glare on the horizon,” the report imagined. The missile defense system’s “visual processing algorithms
interpret the glare as a series of missile launches, and the system fires interceptors in response. As the interceptors reach
the stratosphere, China’s early-warning radar picks them up.
Believing they are under attack, Chinese commanders order a
retaliatory strike.”
Doomsday examples such as this illustrate
the importance of getting artificial intelligence right, according to the report, “AI Accidents: An Emerging Threat — What Could
Happen and What to Do.”
While AI accidents in other sectors outside
of the Defense Department could certainly
be catastrophic — say, with power grids —
the military is a particularly high-risk area, said Helen Toner,
co-author of the report and CSET’s director of strategy.
“The chance of failure is higher and obviously when you
have weaponry involved, that’s always going to up the stakes,”
she said during an interview.
AI failures usually fit into three different categories, according to the report. These include robustness, specification and
assurance.
Failures of robustness occur when a system receives abnormal or unexpected inputs that cause a malfunction, the report
said. Failures of specification happen when a system attempts
“to achieve something subtly different from what the designer
or operator intended, leading to unexpected behaviors or side
effects.” Failures of assurance occur when a system cannot be
adequately monitored or controlled during operation.
While the military could face any of those types of accidents, Toner noted that robustness is a top concern.
“All of them come into play,” she said. “Robustness is an
especially big challenge because … [of] the presence of an
adversary who’s going to try to cause your systems to fail.”
However, the military is institutionally attuned to such
dynamics, so officials would likely put the most attention and
resources toward addressing those types of issues, she added.
The Pentagon’s Joint Artificial Intelligence Center is actively

Letter to the Editor

Tools at Hand to Avoid Valley of Death
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n National Defense Industrial Association President
and CEO retired Gen. Hawk Carlisle in his June
NDIA Perspectives column, “It’s Time for a Fresh
Look at Resourcing Defense,” mentions the Small
Business Innovation Research program and suggests
a “bridge fund” to get past the valley of death on its
contracts.
This program already exists — it is called the Rapid Innovation Fund. The program was permanently authorized by Congress in 2012, but
it must be funded annually. For the past two
years Congress has not funded the RIF program because the Defense Department did
not request funding for it. So much for the
department’s “ardent support” for small business.
My company, Monterey Technologies Inc., which has earned
over 40 SBIR awards, has been the recipient of RIF funding
two or three times, and the net result has been that our mission planning systems, conceived as SBIR projects, using RIF
funds, have been fielded with the Navy on multiple platforms.
This never would have happened without this funding. If the
Defense Department wants to get serious about supporting
innovation and small business, the tools exist, it just needs to
actually use them (i.e., request that Congress fund the Rapid
Innovation Fund in the next National Defense Authorization
Act).
Carlisle comments that a bridge fund must have an end
point, and that is the Program Objective Memorandum.
The real “end point” for SBIR-developed technology is to be
inserted into a program of record and be fielded with warfighters. The POM is a means to this end. Interestingly, if the
department actually used the SBIR/RIF program the way it
was designed, the valley of death problem and the difficulties
of funding SBIR technology through the POM process could
be avoided.
Here is the way SBIR is supposed to work. A Phase 1 award
is made to Company X, who runs a successful program and is
awarded a Phase 2 contract. Completing Phase 2, Company X
has produced a Technology Readiness Level 6 prototype that
looks promising. The associated program office and SBIR technical point of contact now propose a Phase 2 enhancement
— essentially another block of SBIR Phase 2 money — to the
SBIR office to get the TRL 6 prototype technology to TRL
8/9.
The Phase 2 enhancement is supposed to be a 50/50 cost
share between the program office and the SBIR office — but it
does not have to be. A key Phase 2 enhancement requirement
is a technology transition plan written by the program office,
describing technology transition cost, technology development
timeline, insertion plan into the program of record, and how
the program office intends to fund the technology to be productionized and fielded with the warfighter. The path is welldefined and takes care of the valley of death problem.
But what really happens? The technical point of contact
is generally not a person in the mainstream of the program

office’s activities. He or she asks Company X to write the vast majority of
the technology transition plan. The
technical point of contact submits the
document to the SBIR office to check
a block, and the Phase 2 enhancement
contract is awarded to Company X. Everybody at
the program office promptly forgets that there is a
technology transition plan in place and completes
none of the required work outlined in it because
nobody at the program office believes that a
small business can be successful doing this.
Company X, using the Phase 2E funds,
produces a TRL 8 product that is ready to
be integrated into the program of record. But
wait — the program office did not budget
or plan for this as required in the technology transition plan,
and now Company X is stuck because the government did not
execute it.
The Defense Department has spent a ton of money on supposedly innovative programs like the Defense Innovation Unit.
The department would realize an order of magnitude better
return on investment by focusing on running the SBIR/RIF
program as it is designed. SBIR documented return on investment is 26 to 1.
A much more cost-effective approach is for the department to make the SBIR program work as it is designed. It
must incentivize program managers and contracting officers to
embrace the SBIR program for this to be successful. There is
an easy, inexpensive way to do this. Require a program manager to successfully transition at least two SBIR programs to
production before he or she can be top-rated in leadership on
the performance evaluation. Those officers wanting to make
flag will now have to embrace the SBIR program.
Similarly, require contracting officers to transition two or
more SBIR technologies to a Phase 3 contract before they can
get a top performance evaluation mark that will allow them to
be promoted within the civil service ranks.
If the department combines this with requesting that Congress fund the Rapid Innovation Fund at 10 times the previous funding levels, educating contracting officers on writing
sole source Phase 3 SBIR contracts, holding them accountable
for doing it, requiring contracts shops to turn SBIR Phase 2
contract awards around in 90 days or less, and opening up the
mentor-protégé program to all SBIR companies, it will create a
huge positive effect for our warfighters.
The takeaway here should be that the tools are already in
place for the Defense Department to be very successful in
embracing technology innovation — but they have to get
serious about executing the SBIR program the way it was
designed to work rather than having focus diluted by other
innovation programs. Implementing the recommendations
above can be a huge win for the department and warfighters.
Retired Navy Capt. Robert M. Chamberlain
Monterey Technologies Inc.
Park City, Utah
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A National
Reconnaissance
Office payload
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Can the Air Force Ditch the Pass-Through Budget?
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defense budgets are accurate and transparent. But that’s not
really the case for the Air Force budget. … When you factor
[the pass-through] in, the Air Force budget is really only $173
billion. And the other services have about a 1 percent passthrough, by the way, versus 18 percent for the Air Force. I just
think it’s misleading.”
Secretary of Defense Lloyd Austin III suggested changes
could be afoot.
“I would absolutely agree with you that, while we can’t be
fully transparent on some of these issues, we need to make sure
that the Air Force budget is represented in the appropriate
way,” he told lawmakers.
Former Acting Air Force Secretary John Roth said the
Defense Department is looking for ways to address the issue
without unintentionally disclosing sensitive information.
“There are classified reasons why that [pass-through] exists,
and so we need to make sure that we do not uncover things
that ought not be uncovered,” he told lawmakers. Roth has
been succeeded by Frank Kendall, who became secretary of the
service in July.
Retired Air Force Lt. Gen. David Deptula, dean of the
Mitchell Institute, said the system needs to change because
it is undermining modernization efforts by creating the false
impression that the service is getting funds commensurate with
the Army and Navy.
How can the issue be addressed?
“Quite frankly, it is a very simple solution, and that is taking
this $39 billion [in non-blue funding] and putting it over into
the DoD agency account,” he suggested during a recent appearance on the Government Matters TV program. “That will
appropriately represent where these monies are going without
getting into the specifics of the details of exactly what they are
for.
“It does not require an act of Congress,” he added. “It simply
requires the leadership of the Department of Defense to allocate it” that way. ND
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n The Air Force is still trying to free itself of the so-called
“pass-through” budget that critics say distorts perceptions of
how much money the service is receiving each year. Now, it
appears the secretary of defense might be sympathetic to their
arguments.
For fiscal year 2021, the Department of the Air Force
received $205.5 billion in total funding. Of that, $37.3 billion
— or 18 percent — is pass-through, or “non-blue,” funding that
actually goes to other agencies; hence the term “pass-through.”
For 2022, the Biden administration requested $212.8 billion
for the Department of the Air Force — which the Space Force
falls under — including $39 billion for non-blue programs.
Much of the non-blue money is believed to go toward secretive spy agency capabilities such as space systems used by the
National Reconnaissance Office. The Air Force and its supporters are hoping that in the future it will be shifted to other
accounts.
“Would I like to see the pass-through … funding somewhere
else besides on the Air Force topline? Yes,” said Lt. Gen. David
Nahom, deputy chief of staff for plans and programs. “When
people see the Air Force budget … their perception is we’re a
little healthier than we actually are.
“As an Air Force, we’re going to continue to work in [the
Office of the Secretary of Defense] with the other agencies
around that are part of the pass-through, as well as with Congress and certainly the appropriators to see if we can display
our funds differently in the future,” he said during a recent
event hosted by the Mitchell Institute for Aerospace Studies.
Some lawmakers are also banging the drum on the issue.
“Can we do something about a more transparent budgeting
system that does not give this view that the Air Force is getting
a whole bunch of money that they really do not control?” Sen.
Kevin Cramer, R-N.D., asked during a Senate Armed Services
Committee hearing in June.
In a House Armed Services Committee hearing that same
month, Rep. Don Bacon, R-Neb., said: “It’s important that our

Analysts See Shortfalls
In Pentagon S&T Funding
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n The Pentagon needs to invest more in science-andtechnology programs to be prepared to deter or defeat
advanced adversaries, according to a recent think tank
report.
President Joe Biden’s fiscal year 2022 military budget
request is a “mixed bag,” said a new Center for a New
American Security study, “Risky Business: Future Strategy
and Force Options for the Defense Department.”
“In some respects, it appears to prioritize preparing for
high-end conflict. The large [research, development, test
and evaluation] budget suggests that the DoD is focused
on developing the next generation of technologies and capabilities,” it said. “Yet one needs to look below the topline
RDT&E budget to examine how much of those funds is
allocated to the science and technology budget (budget
activity codes 6.1–6.3), which is critical basic and applied
research that is needed to develop advanced technologies,
especially the game-changing types of technologies that
the Biden administration claims to be focused on.”
The RDT&E programs that fall under other activity
codes are focused on developing more near-term prototypes and improvements to existing capabilities, noted
CNAS analysts Stacie Pettyjohn, Becca Wasser and Jennie
Matuschak, who authored the report.
The proposed $14.7 billion S&T budget for 2022 is
just 13 percent of the total RDT&E budget request, they
noted. In comparison, the 2015 budget request for science
and technology accounted for 18.1 percent of the research, development, test and evaluation budget.
“Most of the 5.1 percent gains that make this FY22
RDT&E budget request the largest ever are not focused on
developing the most advanced capabilities,” the study said.
Among the
services, the Army
leads the pack in
requested S&T
funding at about
$2.7 billion, or
21 percent of its
RDT&E budget.
The Departments
of the Navy and
Air Force requested
about $2.4 billion and $2.5 billion for S&T, or 10 percent
and 6 percent of their RDT&E budgets, respectively.
As the Biden team puts together its 2023 budget, it
should look at cutting force structure and shifting more
funding to military S&T programs, the report suggested.
“If the Biden administration intends to … keep the strategy focused on deterring high-end conflict and winning a
conflict against a great power, cuts to the size of the forces
should be expected,” the study said. “This would free up
resources to move into S&T and, following a few years of
high-level research and development budgets, those efforts
should mature and be fielded at scale, causing the procurement budget to rise.” ND

Strong Growth Expected
In Federal IT Spending
n Federal government spending on information technology
has been on the rise, a trend that analysts expect to continue
under President Joe Biden.
For fiscal year 2022, the White House requested an IT
topline of $109.4 billion — the highest ever, according to
experts at Bloomberg Government. That includes $58.4 billion
for civilian programs, $38.6 billion for Defense Department
unclassified programs and an estimated $12.4 billion for the
Pentagon’s classified programs.
The Pentagon’s request for IT for unclassified programs is
7.5 percent higher than the projected funding for 2021, and
2.3 percent higher than previously forecasted for 2022.
“President Biden has been a big proponent of IT modernization, in particular cybersecurity, since taking office,” Laura
Criste, director of government contracts research at Bloomberg
Government, said during a recent webinar. “The [2022] budget
request includes billions in new spending” for these areas.
IT software, cybersecurity, cloud computing and artificial
intelligence markets are poised for strong growth, according to
her slide presentation.
Congress could add additional money on top of the president’s request, noted Chris Cornille, federal market analyst at
Bloomberg Government.
“We’ve noticed in recent years … that the budget request
is often just the opening bid, and that once those budgets get
to Congress, Congress has a habit of supplementing those IT
budgets with additional funding,” he said. The enacted funding
has tended to be 3 to 7 percent higher than the initial request.
“Will that be the case under the Biden administration? That
still is yet to be seen,” he said. But “you can see that the IT
market is growing year over year. If you compare the 2022 IT
budget request against the 2021 budget request, it’s up about
four-and-a-half percent. And we expect that to be a trend that
we’ll keep seeing.”
Within the info-tech portfolio, the cybersecurity funding
request — $20.2 billion — is about 8 percent higher than the
2021 request, Criste noted. Civilian agencies asked for $9.4
billion, including $2.4 billion for the Department of Homeland
Security, $1.2 billion for Justice, and $829 million for Treasury.
The Defense Department requested $10.3 billion.
“We’ve typically seen that the Defense Department requests
a little more than half of the [federal] cybersecurity budget,”
she said. “We expect that to continue.”
Cornille noted that about 83 percent of the government’s IT
budget goes to contractors.
“Not only do federal agencies rely on contractors for most of
their needs, that reliance is growing over time,” he said. ND
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DefenseDepartmentCommissionsMarineFogStudy
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due to absorption.
The FATIMA effort is part of the Pentagon’s Multidisciplinary University Research Initiative, or MURI, competition. The Defense Department announced earlier this year
its intention to supply $179 million in funding awards to 25
teams that participated in the MURI competition for fiscal
year 2021. The winning teams received five-year grants
to pursue basic research that spans a number of scientific
disciplines.
FATIMA will consist of two 30-day field studies. The first
will be conducted on Canada’s Sable Island in July 2022.
“It’s a really tiny island in the North Atlantic — it’s 40 kilometers long and about a kilometer wide,” Fernando said. The
island has an area that is replete with fog, he added.
The second experiment will take place in 2023 off the
coast of South Korea in the Yellow Sea.
“The hope is that by doing experiments in two different
aerosol types, we will be able to pin down what are the properties and chemistry of aerosols that will lead to fog formation,” he said.
An additional ice-fog experiment in partnership with the
Department of Energy will take place over the course of 10
days in 2022 in Barrow, Alaska, Fernando said. -MM
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n Marine fog has been a perennial problem for the military,
with its unpredictable occurrence obstructing views and
adversely affecting weapon systems. To better understand
the weather phenomena, the Defense Department recently
awarded the University of Notre Dame a $7.5 million contract to study it.
Researchers at the university are conducting a five-year effort called the Fog and Turbulence Interactions in the Marine
Atmosphere, or FATIMA, initiative. The project intends to
improve the fundamental understanding of the formation,
duration and disappearance of marine sea fog, said Harindra
Fernando, a professor at Notre Dame.
“One of the biggest problems with marine fog is it appears
very quickly,” Fernando said. “It has been very difficult to predict. In fact, predictability is around 50 percent. … It is one of
the lowest predictability in meteorological phenomena.”
Two major problems with conducting military operations
in marine fog include a lack of visibility and issues using
directed energy weapons, he added.
“It is very important that fog be not present because [it] absorbs electromagnetic and optical energy,” he said. If the Navy
wants to use a laser to engage an adversary when marine fog
is present, the amount of energy available to engage is limited

CompaniesTeamUp
ToEnhanceSpace
CloudComputing
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n Satellite communication startup LEOcloud announced in July a partnership with supercomputer company Ramon.Space to build new satellite
cloud computing devices for both commercial
and military customers.
LEOcloud, which launched in February, is offering a two-phase strategy of initially co-locating
edge computing cloud services at the closest
point of connectivity to a satellite infrastructure
where data is being sourced, Dennis Gatens,
CEO and president of the company, said in an
interview.
During phase one, LEOcloud will offer lowlatency hybrid cloud services that provide users
with connectivity to “satellite data suppliers,
hybrid cloud edge computing services and global
connectivity,” the company said.
In phase two, the company will develop, launch
and operate a satellite-based cloud infrastructure
that provides low latency, secure, high availability,
mission-critical cloud services.
LEOcloud plans to demonstrate its space-edge
services to potential customers in the SeptemberOctober timeframe, Gatens said.
Ramon.Space’s technology serves as the computing infrastructure for LEOcloud’s low-Earth
orbit constellation and includes supercomputing
capabilities and machine learning that enable
intelligent satellites to move, process and store
data in orbit. The two companies have a shared
vision for advancing cloud computing capabilities
in that orbit, according to LEOcloud.
LEOcloud anticipates that
a number of organizations
would benefit from its capabilities, including the Defense
Department
“We believe there’s a number of market segments where
our value proposition will be
very beneficial to the analytics and AI workloads,” Gatens
said. “We intend for this to be a service that will
be very interesting to a range of DoD and government organizations giving them the ability for
near real-time analysis of data based on their AI
and analytics workloads.”
Ramon.Space, which is based in Palo Alto,
California, announced in May that it raised $17.5
million in funding which will be used to continue
development of its computing solutions, specifically supporting its rapidly expanding U.S. and
Israel operations, the company said in a press
release. -MM

NewDetailsRevealedon
Next-GenAttackSubmarine
n The Navy envisions its next-generation nuclear-powered attack submarine to be the “ultimate apex predator,” according to officials.
Known as the SSN(X), the future platform will combine the Virginiaclass submarine’s acoustics and sensors, the Seawolf-class’ payload and
speed and the Columbia-class’ projected operational availability, said
Rear Adm. Bill Houston, director of the undersea warfare division in the
Office of the Chief of Naval Operations.
“It really needs to be ready for ... major combat operations,” he said
during a panel discussion hosted by the Navy League in July. “It’s going
to need to be able to go behind enemy lines and deliver that punch that
is going to really, really establish our primacy.”
The team hopes to allow for plenty of time to conduct research,
development, test and evaluation for the program, he said.
“It takes a significant amount of time and effort for that RDT&E to
develop this apex predator,” he said. “It’s a daunting task, but the team is
more than capable of doing it.”
The Navy wants to begin procuring the new class of subs beginning in
fiscal year 2031, according to the Congressional Research Service.
Kevin Graney, president of General Dynamics Electric Boat, said his
conversations with Navy leadership have included mentions of speed
and acoustic superiority when it comes to the SSN(X). However, the
requirements for the submarine have yet to be confirmed. Electric Boat
is one of only two shipyards in the country capable of building nuclearpowered vessels, according to CRS. The other builder is Huntington
Ingalls Industries’ Newport News Shipbuilding.
“We’re getting more and more in sync with each passing day, which I
think is great,” Graney said.
Electric Boat has already invested $2 billion in its shipbuilding facilities to increase efficiency to ensure that it can work on multiple projects
simultaneously, Graney said.
However, the future of the next-generation platform is not assured.
A June memo from then-Acting Secretary of the Navy Thomas Harker
suggested that the service may have to cut back on some of its nextgeneration platforms due to budget constraints.
Houston said the Navy has to carefully balance maintenance costs
with upcoming plans to grow the submarine fleet.
“We need that private industry support to ensure that we have the
maintenance capability … as we leverage into the future for our next
submarine SSN(X),” he said.
Rear Adm. Jeffrey Jablon, commander of the submarine force for U.S.
Pacific Fleet, said growing the attack submarine inventory will reduce
pressure on the fleet, enabling vessels to undergo maintenance and be
used for sailor training.
Battle Force 2045, a vision for the future Navy released under former
Secretary of Defense Mark Esper, called for the attack sub fleet to increase from approximately 50 boats to around 70.
“The size of the force only adds goodness to my job to prepare the
force for major combat operations and also gives the combatant commanders more flexibility and operational management flexibility,” Jablon
said. -MR
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Prototype Could Enable
Next-Gen Helo Capabilities
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n Recent tests of the Army’s new suite of open computer
standards demonstrated it will allow more advanced capabilities to fit on military platforms, according to officials.
CMOSS, or C5ISR/Electronic Warfare Modular Open
Suite of Standards, was developed by the service alongside
industry partners to free up space and power on its platforms, said Benjamin Peddicord, chief of the intel technology
and architecture branch of the Command, Control, Computers, Communications, Cyber, Intelligence, Surveillance,
and Reconnaissance (C5ISR) Center. Engineers employed
the technology this summer in a prototype chassis at the
Network Modernization Experiment, a C5ISR field-based
demonstration hosted at Joint Base McGuire-Dix-Lakehurst,
New Jersey.
The system incorporated communications, positioning,
navigation and timing, and a mission command application,
Peddicord said. During the experiment, the team was able
to exchange information such as location data
with other units using the prototype system.
“Maybe the most important lesson we
learned is that the standards work,” he said at a
press briefing in July.
Another experiment involved different vendors attempting to integrate their software into
the Army’s prototype. Within days, Army engineers were
able to integrate several softwares from different companies
and then carry out a test mission, he said.
The experiments highlighted an increase in flexibility for
soldiers if the standards are widely adopted, said Christopher Jais, product manager of PNT modernization at the
program executive office for intelligence, electronic warfare
and sensors.
“We’ve really been able to show that, for the most part, as
long as you’re compliant with those standards, we can take
a card from one chassis to another,” he said. “That’s a pretty
powerful tool once you start moving forward with this.”
Additionally, Army engineers could upgrade any software
that meets the standards more rapidly. Instead of changing the hardware to work with upgraded components, new
computing elements in line with CMOSS standards could
go immediately into the platform, Peddicord said.
“You don’t have to tear out everything, root and branch,
to make things better,” Peddicord said.
The next steps for the standards will be testing them at
the new Open Innovation Lab, a space where the Army
works with industry to develop positioning, navigation and
timing technologies, Jais said. The PNT assessment exercise,
or PNTAX, will provide an operationally realistic GPS environment and soldier feedback on elements like the prototype displays, he noted.
“The PNTAX event itself really is what I would call the
‘Super Bowl’ for this initial prototyping effort,” he said.
Officials have also been invited to bring the prototype
to this year’s Project Convergence — an annual series of
exercises aimed at helping the Army prepare to operate in a
multi-domain battlefield and test new technologies. - MR
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n A new high-powered flight control computer from Collins
Aerospace could facilitate emerging technologies for nextgeneration helicopters.
The Perigon prototype, which is expected to enter qualification testing in 2022, can help reduce pilot workload and
enhance situational awareness in degraded environments, said
Kim Kinsley, vice president and general manager of environmental and airframe control systems for Collins Aerospace.
The new system has 20 times more computing power
than the current line of the company’s machines, a capability
enabled by the increased use of multicore processors, she said.
The open design of the hardware can host complex software
programs including applications for autonomy, fly-by-wire
flight controls or weapons management.
“As the aircraft become more complex, the capabilities become more and more complex,” she said in an interview.
She noted that the Army’s future vertical lift program — a
new family of rotorcraft and one of the service’s top modernization priorities — plans to incorporate open architecture
technology that reduces pilot workload and helps soldiers
operate in degraded environments.
Darryl Woods, director and general manager of flight
controls for Collins Aerospace, said the computer’s ability to
support software with capabilities such as assured position,
navigation and timing is attractive to government customers
who want to free up pilots’ time.
“The pilots will be in the aircraft, but they can focus on their
mission versus worrying about a sandstorm or if there’s a fire
or whatever … [is] degrading their vision,” he said.
Additionally, the device can shift into three configurations
with varying processing power — simplex, duplex or triplex
— he noted.
Being able to adjust the processing power and input and
output would enable the military to save weight and space in
the aircraft by eliminating unnecessary parts.
“It will maintain a core set of processor cards that the customers can choose from, which will allow us to maintain lower
recurring costs and be able to pass that along to our customers,” Woods said.
The three dissimilar processors that make up the computer’s
power are its main advantage for autonomous software, he
added. If one processor fails, there are others to back it up.
Meanwhile, Perigon’s software is continuously conducting
system checks to determine which processors are operating
optimally.
“Then, we do analysis to try and figure out which one is
giving us the right information so that we can make sure the
right box is in command of the aircraft,” he said. “We think that
that’s what adds to the autonomy world.” - MR

Army Tests Open
Computer Standards

Viewpoint

BY JOHN C. JOHNSON

Military Must Factor in Industry’s Surge Capacity
n The process repeats year after year: the military diligently
analyzes possible conflict scenarios — from terrorist responses
and regional threats to full-scale high-intensity military engagements. It postulates probability of occurrence and duration of
force-on-force employments. It then determines to the highest
degree of specificity possible the proper mix of aircraft, surface combatants, armored vehicles and uniformed personnel
required to prevail in potential conflict.
From these conclusions, the armed services make recommendations to the administration. The military — those in line
to respond to conflict — desire never to be short of the instruments of war.
However, the defense budget is a discretionary pool of money that varies with the geopolitical landscape and the administration’s domestic priorities. Political decisionmakers discount
the probability of conflict occurring sufficiently enough to
allow funds to be shifted away from defense budgets. They
further justify reduced budgetary allocation by pointing to the
sophistication of U.S. weapons systems, which many believe
allows for a lesser standing inventory requirement.
This clash over how to prioritize force structure is repetitive
and ongoing, but each year what fails to be considered in this
computational process is industry’s role. Industry’s ability to
“timely” replenish combat losses must be examined to determine the proper inventory level.
At the end of the Cold War, policymakers adopted the
position that the armed forces would not be called upon for
another protracted conflict but only for regional — high-intensity, short-duration — conflicts or terrorist response — lowintensity, longer-duration — engagements. Neither scenario
required industry’s input in determining the appropriate force
structure. Industry’s ability to replenish combat losses would
not be a factor in the military’s ability to respond successfully
to these potential threats.
But in the last decade or so, there has been a shift to more
confrontational postures among superpowers — economically,
politically and territorially — which raises the probability of a
high-intensity, long-duration conflict.
Russian activity in Ukraine, the polar regions, the Baltic and
Black Seas, and Russia’s incursions into NATO and U.S. airspace have significantly increased, causing many to question
Russian President Vladimir Putin’s long-term objectives. Not
idle, China executes hegemonic activities across the South
Pacific, claiming territorial rights to shoals and uninhabited
islands along major sea lanes and threatening incursions into
Taiwanese airspace.
China is pursuing its Belt and Road Initiative wherein small
nations that are unable to repay their debt forfeit their sovereignty and allow Chinese basing and port use. These geopolitics, coupled with cyber disruptions — which some consider
an act of war — require the United States to have robust
computational capability and software expertise. To respond
to these threatening actions, we must reconsider the probability of a high-intensity, long-duration conflict sometime in our
20
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future.
Current force planning projects that the United States
would be involved in one major conflict at a time. The Pentagon must instead consider and plan for two concurrent major
conflicts. Although the consensus is that a superpower engagement is of low probability, many surmise the probability is
higher today than it was a decade ago, prior to the many incursions mentioned above. Therefore, ignoring industry’s surge
capacity is a fundamental flaw in force structure planning.
Yet decisionmakers seem unwilling to confront this problem
or address it through the budgeting process and instead point
elsewhere. Those who favor a reduced military arsenal point
to the Defense Production Act as the way we can quickly provide attrition fillers in wartime. Yes, the Defense Production
Act does ensure defense resupply is prioritized, but there is a
physical limitation to how fast industry can respond.
As a comparison, consider that in the recent pandemic, with
its devastating global effects, the pharmaceutical industry —
with unlimited financial support — still took a year to provide
a viable vaccine. This response was for a single product in contrast to a multitude of surface combatants, fighter and bomber
aircraft, vehicles and artillery that must be manufactured while
at the same time massive amounts of munitions are resupplied.
Some highlight industry’s response during World War II as
an example of how quickly industry can respond, but today’s
situation is extremely different — the United States has few, if
any, idle manufacturing facilities, and workforce employment
is near capacity, contrary to the situation near the end of the
Great Depression.
The defense community today has been reduced to a handful of Tier I companies that rely on a limited supply chain
of subcontractors and suppliers of sophisticated and state-ofthe-art components and subsystems. Manufacturing facilities
and shipyards are fewer in number and running as efficiently
as possible. There is truly little room to ramp up quickly to a
wartime footing. In addition, the availability of raw resources,
components and subsystems is a hard point with time elements that cannot be significantly altered.
The defense industry operates as a profit-and-loss business;
therefore, eliminating excesses is only logical to stay competitive. This business reality adversely affects industry’s ability to
ramp up to replenish wartime losses. The uniformed services
recognize the possibility of elevated daily attrition rates in a
high intensity, protracted war and know that industry cannot replenish quickly enough to affect the outcome, but the
military does not have any knobs to turn or solutions to implement to improve this situation.
Industry, on the other hand, does not have the financial luxury to store idle manufacturing lines, modular assembly feeds,
fixtures, tooling, test equipment, inspection stations, manufacturing controls, and so forth. Current manufacturing readiness
assessments determine maturity, risks and shortfalls to producibility before contractual obligations, but do not assess surge
capability. The September 2018 report to former President
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Donald Trump, “Assessing and Strengthening the Manufacturing and Defense Industrial Base and Supply Chain Resiliency
of the United States,” demonstrates an excellent understanding of what must be accomplished to stabilize the industrial
community, especially after sequestration; however, this, too,
does not address surge capability in times of a high intensity,
protracted conflict.
During the pandemic turbulence, the defense industry
received more upfront contractual funding, which flowed
down to subcontractors and suppliers to ensure supply chain
health. This option could be continued, but it only
touches on the larger issue.
Some believe the existing ships
that sit idle in harbors and the
aircraft that sit grounded in deserts
could fill wartime losses in the
near term. But a closer look reveals
that these limited assets have been
cannibalized to such an extent that
the very industry with little surge
capacity would have to put forth
an enormous effort to make them
operational. The Defense Department must look elsewhere for a
solution and try not to minimize the
problem.
Relying on allies and partners to
supplement the reduced U.S. inventory is also an erroneous idea. Those
nations possess generational systems
that the U.S. military has already
retired because of lack of parity with
opponents’ equipment. If the operational capability of these systems
is inadequate, how can such legacy
systems under a different nation fill
shortfalls? The logic is flawed.
Unfortunately, but not surprisingly,
appointed officials coming forward
with the new budget are attempting to justify the administration’s reduction to force structure. Their expressed rationale
may provide some degree of comfort but does extraordinarily
little to assure men and women on the battlefield that they
will have a sustainable advantage for the duration.
Retiring 200 aircraft while adding 90 and inactivating 15
ships while asking for eight — only four are combatants — on
the path to a 355-ship Navy is logic lost in a sea fog. Was it
an error to set a 355-ship Navy? As the inventory is reduced,
more pressure is exerted on fielded systems, thus aging scarce
inventory more quickly and further exacerbating the situation.
With the increase in research, development, test and evaluation funding for systems a dozen years out, emphasis has shifted from strength in numbers to strength through technical
advantage. But there is a point of diminishing returns when
technology cannot halt a numerically superior opponent.
With U.S. inventory numbers in a downward spiral, we are
not keeping pace with China or Russia. China and Russia are
not retiring current-generation systems for the next generation’s promises. They recognize that, if you plan to secure your
nation’s political and military objectives, there is a point when
you cannot draw down force structure any further because

industry is unable to replenish wartime losses quickly enough.
The solution to this conundrum lies not with industry but
falls squarely on the shoulders of our elected officials and government. However, government’s historical response to problems of such immense importance is to call for a study, which
then wanders through several years of analysis and hundreds
of pages of reporting only to conclude with a restatement of
the problem that is already recognized, but with no tangible
solution — an unacceptable path. Force structure is truly a
national security issue. Steps must be taken today to mitigate
the problem.
The uniformed services measure their operational readiness
annually, and where they find
shortfalls, they seek immediate
solutions. It is only logical to plan
for extenuating circumstances.
For example, the government
realizes it may need to quickly
expand the number of uniformed
personnel; thus, registration for
Selective Service is still a requirement. The Strategic Petroleum
Reserve, earmarked for emergency use, serves as another
measure our nation can use to
ramp up in time of need. But in
planning force structure, no one
has measured industry’s surge
capacity.
The time is now to assess and
qualify industry’s ability to fill
inventory gaps and reconstitute
force structure in wartime.
Once the defense industry’s
surge capability is clearly quantified, we can take measures
to either shorten the response
A 1942 poster encourages
time
or hold higher inventory
Americans to produce more
levels. Whichever path is choplanes and other items
for the war effort.
sen, legacy systems must not be
retired too quickly until an allencompassing calculation is instigated. The question before us
is: How do we improve industry’s readiness to surge?
The office of the deputy assistant secretary of defense for
industrial policy functions under the following declaration:
“Our mission is to ensure robust, secure, resilient and innovative industrial capabilities upon which the Department of
Defense can rely in an era of great power competition to fulfill current and future warfighter requirements.”
The office’s partnership with the congressional Armed
Services committees is essential in setting a course to resolve
this shortfall in force structure planning. Furthermore, defense
industry leaders are extremely astute. If asked, they will offer
options for the government to consider.
The bottom line is that force structure planning must take
into account industry. ND
Retired Air Force Col. John C. Johnson is a former vice president
and general manager of Northrop Grumman. He can be reached at
jjohn4236@yahoo.com.
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BY HOLLY DUNLAP AND DAVE CHESEBROUGH

Transforming Our Systems
Engineering Approach
Using Digital Technology
n Digital transformation is pervasive in our daily lives. Seemingly limitless and lightning quick access to people, information
and services has the world thinking differently, getting more
done and moving faster than ever before.
But how are we using the power of digital technology in our
work to advance our national defense posture and accelerate
the development and delivery of superior capabilities to the
U.S. military and its allies?
For decades, the U.S. military has enjoyed technological
superiority over potential adversaries. Now, the global dynamics of modern technology and their applications in military
systems development are working to diminish this advantage.
Maintaining this technological superiority while continuing
to provide capabilities to our forces that are more advanced
than those of our adversaries — who are unencumbered by
the rules of our acquisition system — requires us to accelerate
acquisition processes all together.
One of those key tenets is systems engineering, an inter-disciplinary process which, at its end, delivers a fully functioning
system that meets customers’ requirements. In addition, the
emphasis now is on increasing flexibility, innovation and rapid
capability development as well. The challenge is doing them all
while remaining true to the fundamental acquisition principles
of quality, timeliness and accountability.
One very concrete and clear response is the revised 5000
series Adaptive Acquisition Pathways policies which provide a
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new set of key tenets for the defense acquisition system that
are intended to increase flexibility and enable innovation. But
this alone is not enough.
Modern technology is shifting the systems engineering landscape. Today, the systems engineering “V” model is still relied
upon, but in shorter increments and in a more collaborative,
integrated manner with a view toward a broader understanding of the system mission and lifecycle. It is being imbued with
the agility to iteratively leverage new technological advances
and capabilities as they are developed. Technology is providing

the answer and is partially driving the change as modern engineering practices have outpaced current policy and process.
Industry is rising to the challenge.
“In our industry, success isn’t just about speed on the battlefield, but speed to the battlefield. Working with data from all
different formats and linking high-fidelity models together
allows us to be faster and more predictive in our execution,”
said Wes Kremer, president of Raytheon Missiles & Defense.
“Our investments in digital design allow us to connect a
mechanical model and a thermal model to a performance
model and a cost model. We’re creating a digital thread
throughout the product lifecycle, and we’re already seeing
the benefits of this approach. It’s exciting because we’re only
scratching the surface of what this technology can do.”
For years, engineers have relied on digital technology for
important analyses (finite element analysis, for example).
These tools provide an understanding of a specific aspect of
a design (i.e., stress and strain under various load conditions).
But these are static analyses. Modern practices simulate the
attributes of a full system in dynamic conditions, a much
more daunting challenge that integrates various areas into a
whole.
Modern engineering practices evolving within the defense
community include, among other things, mission engineering, modeling and simulation, digital engineering, modular
open systems approach, system security engineering, and agile
software development. Indeed, there are initiatives within the
Defense Department addressing each of these. The real challenge is integrating them into a systems engineering model,
one that overcomes the built-in resistance of the Federal
Acquisition Regulation-based acquisition process and that
spans the entire system lifecycle with a “digital thread.”
NDIA is deeply engaged in the modernization of systems
engineering and transformation of Pentagon acquisition
through its NDIA Systems Engineering Division and industryled committees.
The system-of-systems (SoS) committee works with the
Office of the Undersecretary of Defense for Research and
Engineering on its mission engineering initiative to bring an
industry perspective to the process — this includes not only
building things right, but also building the right things. Judith
Dahmann of MITRE leads the division initiative working with
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the department’s R&E mission engineering team.
The committee supports biweekly webinars on system-ofsystems as well as mission engineering webinars through the
SoS Engineering Collaborators Information Exchange (SoSECIE@mitre.org). The division’s mission engineering task team
which includes the modeling and simulation and architecture
committees, is supporting the continued development and
application of the DoD Mission Engineering Guide which
provides practitioners within the Defense Department and
the industrial base a firm understanding of the main attributes,
methodology and lexicon associated with mission engineering.
The Division’s architecture committee is hard at work on
two transformative areas — digital engineering and the modular open systems approach, or MOSA.
Digital engineering facilitates automation and encoding of
systems engineering and the resultant process outputs in a
digital environment, updating traditional practices to take
advantage of modern computational technology, modeling and
simulation, analytics and data sciences. The Division committee working in this area is led by Robert Scheurer of Boeing.
It supports the assessment, implementation in the industrial
base and increased use of digital engineering as a member of
the OUSD (R&E) Digital Engineering Working Group.
The committee provides industry sector advice and advocacy on challenges in using digital artifacts across the government-industry boundary. Critical issues being assessed include
model interoperability in acquisition processes, identifying and
maintaining authoritative data sources throughout the acquisition lifecycle, and measuring results and outcomes. A key
challenge is consistency across programs and services of the
resultant engineering products, or digital artifacts, which are
produced via digital engineering. Another is how digital engineering will change acquisition milestones and engagements
that have traditionally been multi-day meetings with large
quantities of drawings and documents.
Making sure that the digital artifacts are accessible, managed, and provide enduring value over the long term is a critical attribute in this new environment.
The architecture committee also provides industry inputs
to the collaborative Modular Open Systems Working Group,
which promotes modular open engineering principles and
representative solutions through the military services and oth-

er agencies. It contributes actively to the Modular Open Systems Community of Practice website, hosted by the Defense
Acquisition University. The modular open systems approach
is an integrated business/technical architectural approach to
achieve competitive and affordable acquisition and sustainment over the system lifecycle. Benefits from MOSA are
enhanced competition, facilitating technology refresh, providing a framework for innovation, increasing opportunities for
cost savings and cost avoidance, and improving interoperability.
As digital transformation progresses, the security of our
engineered systems must be assured. Cory Ocker of Raytheon
leads the system security engineering committee which partnered with the Air Force Cyber Resiliency Office of Weapon
Systems to provide an industry perspective during the development of the Air Force CROWS System Security Engineering Cyber Guidebook. The guidebook was recognized with
accolades in the latest Government Accountability Office
report on “Weapon Systems Cybersecurity: Guidance Would
Help DoD Programs Better Communicate Requirements to
Contractors,” which was released in March.
The committee also reviews and provides industry subject
matter expert and practitioner feedback on system security
engineering-related industry standards such as NIST SP 80037, NIST SP 800-160, NIST SP 800-161, and has a continuous partnership with OUSD (R&E) for strategic technology
protection and exploitation, Joint Staff J-6 for cyber survivability, and OSD DTE&A for cybersecurity.
Tying it all together is the R&E Systems Engineering Modernization initiative, which is developing a plan to update the
Defense Department’s systems engineering guidance. NDIA
is supporting the initiative to establish, maintain and propagate state-of-the-art systems engineering practices, policy and
guidance, and workforce development. The objectives are processes that maintain the essential rigor inherent in the systems
engineering discipline while improving the speed-to-solution
for systems capabilities, which will allow fielding of the newest technology as quickly as possible. The approach is evolutionary, considering the complexity of the challenges and the
need to change a culture rooted in a traditional approach.
The education and training committee, led by Dr. Robert
Raygan of the Defense Acquisition University, is addressing the
workforce and training issues with respect to systems engineering modernization.
The committee is working with seven Defense Department
and industry organizations to develop a course on transforming
the workforce and will host a two-hour panel discussion on
workforce issues at the 24th annual Systems and Mission Engineering Conference in Orlando, Florida, Oct. 4-7.
The theme of this year’s conference revolves around the
modernization of systems engineering. Keynote speakers
include Raytheon Missiles & Defense President Wes Kremer
and U.S. Air Force Lt. Gen. Eric Fick, program executive officer for the F-35 Lightning II joint program office.
Also new this year, the NDIA Integrated Program Management and Test & Evaluation divisions will join the event to
cover a broader spectrum of the disciplines necessary for effective systems acquisition and development. ND
Holly Dunlap is a senior principal systems engineer at Raytheon, and
Dave Chesebrough is vice president of divisions at NDIA.
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RARE EARTH ELE
U.S. STARTUPS SEEK TO
CLAW BACK CHINA’S
SHARE OF ‘TECHNOLOGY
MINERALS’ MARKET
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BY STEW MAGNUSON
MOUNTAIN PASS, Calif. — Atop an arid mountain
about an hour’s drive from Las Vegas, an excavator
scooped up giant boulders mined from a nearby open pit and
dumped them into a machine designed to reduce them to
pebbles about the size of a marble.
Down in the pit, some 500 feet below, miners were preparing explosive charges that would blast basalt out of the
mountain later that afternoon. Inside that rock were rare earth
minerals, 17 different elements valued as building blocks for
some of today’s most ubiquitous technologies — everything
from electric cars to smartphones.
Despite all the activity and the dozens of workers moving

tons of material at the site, Michael Rosenthal, chief operating
officer of MP Materials, said mining is only about 10 percent
of what the company did there.
“The rest is chemistry,” he said.
The Mountain Pass mine has existed for some 60 years and
is the only one of its kind currently in operation. It’s renowned
for its high concentration of rare earth elements, sometimes
called the “technology minerals.”
The elements that occupy 17 spots on the periodic table
are categorized as “strategic minerals” by the U.S. government
and therefore considered vital for national defense. Along with
smartphones, they are used in fiber-optic cables, medical devices and high-performance magnets, which are needed in a host
of machines, including jet fighters, wind turbines — and most
importantly on the commercial side — electric vehicle engines.
(See “Rare Earth Elements 101” on page 28)
“From an economic security perspective and defense perspective, magnets are very, very important to national security,”
Rosenthal said.
The problem is that China has a near monopoly on the
complex process of separating 16 of the 17 elements currently
used in these technologies from the source material and refin-
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Bags of partially refined
ing them to a point where they can be
rare earth minerals
made into useful metals and materials.
await shipment to China
The Biden administration’s 100at the Mountain Pass
day review, “Building Resilient Supply
mine in California.
Chains, Revitalizing American Manufacturing and Fostering Broad-Based
Growth,” released in June, devoted an entire section on strategic and critical materials and minerals, including its thoughts
on rare earths.
“The United States imports substantially greater quantities
of rare earth elements in value-added products. … Implicit in
this trade phenomenon is the gradual decline in value-creation,
innovation, research and human capital development,” it
stated. That imbalance with China will only increase with the
expected growth of green energy technology such as electric
vehicles and wind turbines, the review added.
“Rare earths” are a misnomer and are not that rare. China
does have an abundance of them, but they are also found in
concentrations high enough to mine in several U.S. states and
other nations throughout the world. They are further divided
into two categories, light and heavy, with the heavier ones considered more difficult to refine and thus, more valuable.

MP Materials — along with three other companies interviewed — are seeking to exploit the abundance of rare earths
found in the United States and to end China’s monopoly on
their refinement and return some of the market share back to
the United States.
Separating the elements from the host rock and further
refining them to the point where they are separate from each
other is a complex process requiring several steps.
Rosenthal explained that the boulders being fed into the
grinder may look the same, but they’re not being selected by
happenstance. Every day, geologists drill holes in the mine,
mark them with GPS coordinates, and use X-ray fluorescence
on the samples to determine the rare earth element content
— specifically which and how much of the 17 elements are
in that part of the mine. The result is a daily “recipe” to determine a blend.
Extracting the most valuable rare earth elements as efficiently and cheaply as possible is the road to profitability, Rosenthal
said.
For example, the Mountain Pass mine’s rare earth content
is almost 50 percent composed of cesium (Ce), which is used
in glass making and polishing. While abundant, it is not where
the company sees future profits. Neodymium (Nd), dysprosium (Dy) and samarium (Sm) — three of the four elements
that can make high-performance magnets — are now viewed
as the biggest money makers. The company that previously
ran the mine focused its business on cesium, which Rosenthal
considers one of the main reasons it ceased operations after
three years.
Rosenthal moved on to a building where the pebbles that
emerged from the giant grinder are further crushed into sub100-micron particles. Those are fed into towering vats of water
and further separated from each other. A chemical process
removes the waste while the rare earths float to the top.
Yet, at this point, the rare earths are still not refined enough
for them to be used to serve as technology “building blocks.”
The final step involves heat — described as a slow-roasting
process — that delivers the purity required. That is all done in
China.
The raw material resulting from the second step is packed
into giant white bags and moved to the foot of the mountain.
MP Materials has aspirations to not only refine these crucial
elements at Mountain Pass, but to make high-intensity magnets
as well.
Contractors near the mine were at work building the new
facility where light rare earth elements will be refined to the
point where they can be used in manufacturing.
In December, MP Materials earned a $10 million Defense
Department grant to help it build a $200 million refinement
facility for light rare earths. The company broke ground on the
building in 2021 and expects it to be operational by 2022.
As is the case for many technologies, the U.S. military market for rare earths is crucial, but would not be large enough to
sustain a domestic industry. Magnets are used in every electric
system that moves. But the ones needed to spin a radar, for
example, are not the everyday magnets found on refrigerators.
Neodymium magnets, for example, are prized by the consumer
market for their strength and low costs.
The military and its contractors will eventually benefit from
the commercial demand for magnets and the other elements
needed for other systems by no longer having to depend on
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year or early 2022, with full commercial production taking
place in Texas by 2023, Althaus said.
Both Round Top and Mountain Pass executives said they
want to be able to take feedstock from other sources and do
the refinement there so they don’t have to send it to China.
“Then hopefully that material stays in the U.S. supply chain,”
Althaus said.
“One of the processes we’re working on is optimizing the
feedstock we are starting to receive from other mines around
the world,” he added, including one in Australia.
USA Rare Earth has also purchased a mothballed magnet
manufacturing facility in North Carolina from Hitachi Metals
America Ltd. and is reconditioning that plant with a goal of
producing 2,400 tons
of magnets per year. It
should be operational
by the second half of
2022, he said.
Another possible
source of rare earths is
the nation’s coal seams.
A Department of
Energy National Energy
Technology Laboratory
study found rare earth
element concentrations
exceeding 300 parts per
million in several U.S.
coal regions, including
Illinois, Northern Appalachia, Central Appalachia, the Rocky Mountain coal
basins and the Pennsylvania Anthracite region.
“We found that in certain seams in Kentucky, there is a
very high mineral content in the coal itself that may date
back to volcanic activity so many years ago,” said David
McCarthy, CEO of McCarthy Merchant Capital, which is
raising funds for a company, Digital Commodities LLC.
Previous concepts were to separate the rare earths and
other minerals from coal ash after it was burned.
“The problem with that is you have to burn the coal to
get the ashes,” he said. “That’s not a green alternative.”
McCarthy is raising funds to establish a refinery in Harlan,
Kentucky.
Researchers from the University of Kentucky have discovered a patent-pending way to pulverize the coal into a fine
dust, then spin the powder and separate the elements in a process McCarthy described as a “tornado in a can.”
This solves two “American problems” — reliance on China
for rare earths and the decline of the coal industry, he said.
The coal seams not only contain all the rare earth elements,
but other strategic minerals such as lithium — also used in
electric vehicles for lithium-ion batteries — and precious metals such as gold and silver, he said.
“We’re finding a new green use for coal in an area of economic hardship,” he said. His fund is selling securities for a rare
earth company and a separate offering for the precious metals.
The company is building a processing facility in Harlan that
it hopes to have running by the end of the year. It is about 50
percent complete, but not all of the financing is in place.
“The quicker we get funding, the quicker we finish,” McCarthy said.
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China, Rosenthal said.
Meanwhile, flatbed trucks hauled the giant white bags of
raw material to the western edge of the facility where they
were lined up waiting for shipment. Next stop, the port of
Long Beach, California, then China.
Rosenthal acknowledged the irony. But until there is some
domestic refinement capability, MP Materials has no choice
but to send the raw material to China, he said. The publicly traded company would not be profitable and currently
employing 200 workers if it had to wait for the refinement
facility to come online. The bags would be sitting ready to go
nowhere.
MP Materials spokesman Matt Sloustcher said critics have
pointed out that the
company has a Chinese
Rocks containing rare earth elements
investor with an 8 perare crushed into pebbles at the
cent stake in the operaMountain Pass mine in California.
tion. However, this
investor doesn’t have
a seat on the board of
directors and the deal
has been reviewed
and approved by the
Committee on Foreign
Investment in the United States, he said.
There will be space
in the facility to process the heavy elements later and studies
on how to accomplish that are ongoing, Rosenthal
said.
SCAN
Meanwhile, other companies are entering the rare
THIS
IMAGE
earth mining business in the United States, with their
sights set on the burgeoning high-performance magnet
market.
One of them is the Round Top Mine near El Paso,
Texas, operated by USA Rare Earth, which also
See an
exclusive
has aspirations to mine, process and then convert the
video from
rare earths to magnets, said its CEO and director, Pini
the mine
Althaus.
A preliminary economic assessment report showed that of
the mine’s important elements, one-third was composed of
rare earths — including all four that can produce magnets —
one-third lithium — needed to make lithium-ion batteries
— and one-third gallium, a vital element used to make semiconductor chips used in 5G technology.
“It’s a very strange geological anomaly to have rare earths
and lithium sitting side by side,” he said.
Deeper inside the mountain are deposits of beryllium,
another strategic mineral used by Defense Department contractors to make alloys. There are no plans to mine the beryllium now, but the mine could produce 36 tons of the mineral
per year, he said.
Despite all these bonus minerals, it’s the magnet-making
materials that interests the company the most, he said.
The company has also opened a rare earth critical minerals
processing facility at Wheat Ridge, Colorado, which is a mining technology hub in the United States. It is a pilot plant that
will eventually be scaled up and moved to Texas. The company
hopes to be able to demonstrate refinement by the end of the

It also has a laboratory in Charlottesville, Virginia, where it
is running experiments that McCarthy said will help them to
mine and separate 2,400 tons of raw material per day at the
beginning of the operation.
Caldera Holdings, which owns the Pea Ridge iron ore
mine in Washington County, Missouri, is seeking funding and
Department of Energy grants to create America’s first 100
percent green steel manufacturing plant. It would forgo using
hydrocarbons and use nearby nuclear power plants’ energy to
manufacture the steel.
The company’s president, James Kennedy, also wants to
exploit the rare earths found in the mine’s leavings as byproducts. The problem is that they contain a high concentration of
thorium, an element used to make nuclear fuel.
To Kennedy, a watershed moment that helped usher in
China’s dominance in the rare earths market was a 1980 U.S.
government rule that regulated the handling of thorium. Until
then, rare earths were extracted as byproducts at several U.S.
mines, especially copper. The regulation forced the mines to
put the leavings aside and seal them up, or risk liability, thus
cutting off the most economical way of extraction at the dawn
of a new technological age.
Kennedy — a public and strident critic of current efforts
to revive the U.S rare earths industry — said the only way to
compete with the Chinese monopoly is by setting up a cooperative that exploits the inexpensive leavings already extracted,
and then putting the thorium in a national stockpile.
“The U.S. could meet 85 percent of the global demand for
rare earths if they would just solve the problem they created
for themselves in 1980 when they defined rare earths byproducts of nuclear fuel,” he said.

SPECIAL REPORT: RARE EARTH ELEMENTS
All four executives interviewed made claims of having the
most of one element, or the richest veins, and some accused
the other mines of lacking one element or another to make
magnets. MP’s Rosenthal, USA Rare Earth’s Althaus and
McCarthy all said their companies — or proposed companies
— could withstand a price war brought on by China. (See
“China Maintains Dominance in Rare Earth Production” story on
page 30)
There are other companies seeking investors and applying
for mining permits in Texas, Nebraska and Wyoming — to
name a few locations — as well as plans to recycle rare earths
from used electric engines or other devices.
“The truth is,” Althaus said, “nobody has everything that
is required.” The Round Top Mine at its peak would only
account for a small percentage of the rare earths needed for
the magnet market. The 2,400 tons of magnets the mothballed
plant could produce would be a drop in the bucket with early
estimates calling for as much as 20 times that figure as the
electric vehicle market ramps up, he said.
The Biden administration’s 100-day review said: “Independent of permitting activities, a reasonable industry benchmark
for the development of a mineral-based strategic and critical
materials project is not less than 10 years.”
Althaus said: “We need a number of mines in the next five
to 10 years, otherwise, we will still be 80 to 90 percent dependent on China.” That includes processing plants, he said.
McCarthy added: “When we put our heads together, we can
solve these problems.” ND
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Rare Earth Elements 101
n Rare earth elements occupy 17 spots
on the periodic table. The U.S. government has designated them as “strategic
minerals” and therefore vital for national defense.
“Rare” is somewhat of a misnomer
because they are found throughout the
world in high enough concentrations for
mining. For the most part, the 17 rare
earths are found together, but some
deposits have higher concentrations of
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Pr

21

Sc

Scandium

Found in abundance but
low global production levels have limited the development of applications.
USES: dental lasers; solid oxide fuel
cells; aluminum alloys used in baseball
bats; bicycle frames; gun cylinders.

Properties used to give
ceramics and glasses yellow/green color.
USES: combined with nickel to
make alloys for aircraft engines; nickel
metal hydride batteries; fiber-optic
amplifier; magnets.
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Nd

39

Mountain Pass
mine, California

Created red color in 1960s
TV sets. Also found in
lunar rocks collected by
Apollo astronauts.
USES: superconducting material;
cancer treatment; lithium-ion batteries; spark plugs; camera lenses.
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Neodymium magnets are
preferred by industry for
their strength and low
production costs.
OTHER USES: welders goggles;
tanning booths; color glass for violet,
wine-red and gray.
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Pm

Promethium

The one “non-commercial”
rare earth element. Rare in
nature; mostly produced in
laboratories.
USES: atomic batteries found in
pacemakers; guided missiles; radios.
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La

Lanthanum

Applications often overlap
with cerium.
USES: nickel metal
hydride (NiMH) batteries; petroleum
refinement; automobile catalytic
converters.
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Ce

Cerium

The most abundant rare
earth.
USES: decolorizing and
polishing glass; arc-lights; making
aluminum alloys.
Sources: Royal Society of Chemistry, U.S. Geological Survey, Rare Element Resources.
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Neodymium
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Sm

Samarium

One of the elements in
demand for high-density
magnets.
USES: samarium-cobalt batteries
that can withstand extremely high
temperatures.
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Eu

Europium

Named after the continent
of Europe.
USES: color red in TV
sets; possible use in quantum computing chips.

Stew Magnuson photo, Wiki Commons photos

some elements than others. Separating them from their host rock and each
other is a complex, multi-step process.
They are divided into two further
categories depending on their atomic
numbers — “light rare earths” and
“heavy rare earths” — with the heavy
elements considered the most valuable.
There is some debate within scientific
circles as to which elements belong in
which category.
Their importance as building blocks
for modern technology is evolving as
researchers continue to find uses for
them in such everyday items as smartphones, fiber-optics and medical equipment such as MRIs.
However, the application driving the
current rush to mine and refine rare
earths are high-performance magnets
manufactured with neodymium (Nd),
dysprosium (Dy), samarium (Sm) and
sometimes (Ho) holmium. These magnets are needed to supply the growing
market in electric engines along with
computer hard disk drives, precisionguided munitions and wind turbines.
The following is a list of the 17 elements and some of their uses in modern
technology.

Y

Yttrium

Praseodymium
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Gd

Gadolinium

An element with few largescale applications but many
niche applications.
USES: nuclear marine propulsion;
nuclear shielding; X-ray machines; fuel
cells; to enhance MRI images to detect
small tumors.
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Tb

Terbium
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Tm
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Ho

Holmium

Has the highest magnetic
strength of any element.
USES: artificially generated magnetic fields; neutron absorption to regulate nuclear reactors
(burnable poison); possible use in
quantum computers.

A malleable yet ductile
element.
USES: fuel cells; alloys;
flat-panel speakers; naval sonars.
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Dy

Dysprosium

A silvery luster element
also in demand to make
high-performance magnets.
OTHER USES: neutron-absorbing
control rods in nuclear reactors; hard
disk drives; lasers.
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Er

Erbium

A fluorescent, pink-colored
element also found in
human bones.
USES: medical lasers; malleable
alloys; neutron-absorbing control rods;
to boost speed of high-capacity fiberoptic lines.

Thulium

One of the least abundant
rare earths.
USES: portable X-ray
machines; solid-state military and
medical lasers.
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Yb

Ytterbium

Found in small quantities
and difficult to refine.
USES: atomic clocks;
lasers used in quantum computing;
strengthening steel.

71

Lu

Lutetium

Known as the rarest and
most expensive rare earth
to refine.
USES: catalyst in petroleum refineries that make jet and diesel fuel; cancer treatments for stomach, pancreas
and intestines.

past decade.
China has over the past 30 years established two
rare earth R&D hubs in Changchun, Jilin Province, and
Baotou in Inner Mongolia. It has legions of students
studying material sciences. Researchers devoted to finding and patenting new applications for rare earths work
at Peking University’s rare earth materials chemistry and
applications laboratory.
Concurrently, the U.S. agency that carried out similar
industrial policies to bolster U.S. competitiveness, the
Bureau of Mines, was defunded in 1996 and only exists
on paper.
As the 100-day review spelled out, there has been a
dramatic decline in American human capital in the field
as “only a handful of mining and mineral-related degreegranting university programs are left in the United
States. … By way of comparison, China has 39 universities granting mineral processing and metallurgy degrees,
thousands of undergraduate and graduate students.”
n In 1987, then-Chinese President Deng Xiaoping A rare earth mine
Meanwhile, a handful of U.S. startups have opened or
in Baiyunebo mining
famously said, “The Middle East has oil. China has
are
planning on opening rare earth mines, and some are
district of Baotou
rare earths.”
planning on doing their own refinement. (See main story
in north China’s
Inner Mongolia
“I don’t think people at the time understood it.
on page 24)
Autonomous Region
But China understood that rare earths were going
To James Kennedy, president of Caldera Holding
to be the backbone of manufacturing,” said Pini
LLC, owner of an iron ore mine in Missouri that can
Althaus, CEO of USA Rare Earth, a startup with aspirations
produce rare earth elements, these startups are going against
to mine and refine the 17 elements categorized as strategic
a mighty Chinese monopoly that does not play by the market
minerals.
rules that Americans are obsessed with.
While what the former Chinese president said was true —
“This is not an economic fight. This is a geopolitical strategy,”
China has vast deposits of rare earth elements to mine — so
he said.
do many other nations, including the United States, Canada,
The 100-day review agreed, stating “China does not operate
Australia and Japan.
on market principles of cost or pricing structure.”
After Deng’s declaration, China legitimately partnered with
China’s strategy extends to other strategic minerals such as
foreign companies that were doing the complex work of sepacobalt, of which it has established a monopoly, and lithium,
rating rare earths from the surrounding rock and refining them,
needed to make lithium-ion batteries also found in electric
then moved the production to mainland China, Althaus said.
vehicles, the review stated.
Meanwhile, the U.S. government widely thought that rare
Kennedy said the largest profits are made when the refined
earth mining and refinement was a difficult and dirty busielements are made into useful metals, alloys, or magnets. China
ness, so it let China do it all on the cheap so it can supply U.S.
will be happy to offshore the mining — and even the refinemanufacturers with inexpensive rare earths, he said.
ment of rare earths — as long as it can maintain a monopoly
There are two pitfalls, Althaus said. One is if China ecoon the finished products, he added.
nomically weaponizes rare earths and stops sending the refined
Althaus and other executives interviewed said they are well
products to the United States so they can’t be used in weapon
aware of Beijing’s underhanded means of manipulating the
systems or commercial applications.
market and declared that they are well positioned to withstand
Or the nation may create shortages by prioritizing its own
dumping and heavy subsidies.
industries such as the burgeoning electric vehicle market,
“China can’t manipulate prices the way they did a decade
which uses some of the key elements to make high-perforago because then they were a net exporter. Now they are net
mance magnets used in engines.
importers, so they don’t have excess amounts of materials,”
“We’re seeing shortages already and those shortages are proAlthaus said.
jected to increase in the coming years,” he said.
James Litinsky, chairman and CEO of MP Materials, a pubIn 2010, China pulled the “rare earth card” in response to a
licly traded company that operates a rare earth mine in Caliterritorial dispute with Japan, which led to an undeclared Chifornia, said, “The drive to electrify and decarbonize is giving
nese embargo, according to the Biden administration’s 100-day
rise to a durable, demand-driven cycle that has only begun to
review, “Building Resilient Supply Chains, Revitalizing Amerimaterialize. In this new era, our operating results and balance
can Manufacturing and Fostering Broad-Based Growth.”
sheet demonstrate the potential for U.S. companies to comThat served as a wakeup call to U.S. policymakers, the Penpete.”
tagon and its contractors, which rely on several of the elements
Meanwhile, the 100-day review stated, “This central planto make weapon subsystems. The United States, European
ning and active management [in China] of the rare earth
Union and Japan protested China’s actions at the World Trade
industrial base continues, with new draft management regulaOrganization and prevailed, yet little coordinated action to
tions under review and even more expansion projects undercounter China in the rare earths market has taken place in the
way.” ND — Stew Magnuson
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China Maintains Dominance
In Rare Earth Production
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Supercomputers Predict Rare Earth Market Vulnerabilities

Argonne National Laboratory photo, Wiki Commons photo

n Argonne National Laboratory
researchers are using supercomputers
and agent-based models to predict market fluctuations for rare earth elements.
Events such as mine shutdowns or
export embargos could cut off supplies
and disrupt markets, found a study,
“Agent-Based Modeling of Supply Disruptions in the Global Rare Earths Market,” first published in the January issue
of Resources, Conservation and Recycling.
Rare earth minerals are becoming
increasingly important to the global
economy and are used in a variety of
electronics, military weapon subsystems
found in precision-guided missiles, radars
and jet engines. They are relatively common and mined throughout the world,
but China currently has a stranglehold
on refining them. The nation in the
past has threatened to cease exports of
refined rare earths during political disputes.
Researchers under a Defense Logistics
Agency program analyzed the potential effects of three supply disruption
scenarios for 10 of the 17 rare earth

A supercomputer
at Argonne National
Laboratory

Dysprosium chips

elements — along with a handful of
associated compounds — to determine
the market effects. DLA is obligated to
send a report to Congress on rare earth
supplies every two years.
They used Argonne’s Global Critical
Materials (GCMat) tool, an agent-based
model, which is a computational framework for simulating interactions among
different entities in a given system.
“If there’s a disruption to the flows of
rare earths from China, that can have
large effects,” said one of the report’s
co-authors, Matthew Riddle, assistant
energy scientist at Argonne. It can take
up to seven years to kick-start a mine
into production, he added.
Allison Bennett Irion, group leader,
nuclear/radiological proliferation analysis and modeling at Argonne and the
report’s co-author, said, “One area that
we looked at in the model is … to say
what are the decision points that would
make somebody want to open or close
a mine.” The “location of the deposit is
a factor and largely, it comes down to a
lot of regulatory elements,” she said in

an interview.
“Critical materials are ones where
we’ve seen disruptions in the past and
seen that they can happen quickly, so I
think there’s a degree of just making sure
we understand the market,” she added.
Riddle said: “With agent-based modeling, we can capture what happens in
a market with a lot more fidelity and
detail than would be possible with other
types of modeling.”
In general, the analysis found that in
the case of temporary scenarios — a
one-year export stoppage and a twoyear mine shutdown — price impacts
tended to extend years beyond the disruption period. Effects on production,
capacity and demand also could potentially last longer.
The GCMat team used Argonne’s
high-performance computing Bebop
cluster at the Laboratory Computing
Resource Center to calibrate the model
and evaluate uncertainties over a range
of diverse market scenarios.
“Agent-based modeling looks at the
parameters that trigger decisions, such
as whether to open or close a mine, and
how those decisions cascade through the
market and supply chain,” Irion said.
A mine’s accessibility and the types
and amounts of the elements found in
the seams are also factors, she added.
“China — being the biggest player in
this space — if they decided to reduce
their exports, it wouldn’t be an area
where somebody else in the rest of the
world could very quickly make up that
gap,” she said.
The largest price increases in response
to disruptions occurred for dysprosium,
which is used in high-performance magnets, specialty alloys and other applications. Didymium, which is a mixture
of neodymium and praseodymium, was
also found to be prone to price surges, a
press release stated.
Future studies “can look at what the
facts are of having additional U.S. production at different stages of the supply
chain and where it could make the most
difference,” Irion said.
The model suggested some mines that
started up outside of China in response
to a disruption would not likely be able
to keep operating after primary supplies
recovered, she said. ND — Stew Magnuson
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Death of the JEDI:
Pentagon Learning from
Terminated Cloud Initiative
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envisioned with JADC2.
Rossino, who studies IT market trends
with an emphasis on defense, said
JWCC is a stark departure from the
“one-cloud-to-rule-them-all” approach
of JEDI.
“The DoD has come to understand
that the cloud is really just a certain
type of infrastructure, and that the
more important thing is what you do on
that infrastructure — that’s where the
opportunity is,” he said in an interview.
JWCC is a multi-cloud initiative that
will be expected to provide capabilities
at all three classification levels — unclassified, secret and top secret — and parity with services across all classification
levels. It will integrate cross-domain
solutions and have global availability,
including at the tactical edge, as well as
enhanced cybersecurity controls, according to the Pentagon.
Rossino said he views the JWCC as
a pathfinder program because the Pentagon is trying to implement emerging
standards and integrate new systems
with which it has not previously dealt.
“There are a lot of new things here,
and so coming to terms with that over
the next few years is really going to be
the key,” he said.
Hicks noted that security of the cloud
environment is a serious concern that a
multi-cloud approach could tackle. The
commercial cloud computing industry
has its reputation on the line for any
cybersecurity threats that it could face,
he explained.
“If they are seen as being vulnerable people will start to flee from their
platform to other platforms, so they’re
constantly spending millions and billions
of dollars across the industry on cybersecurity,” he said.
The Defense Department’s cloud
environment would be the No. 1 target
for any adversary, so the commercial
industry’s latest innovations are needed
for protection, he said.
“It will be imperative for our adversaries to bring that network down because
it will give us a tactical advantage,”
Hicks said.

iStock illustration

BY MEREDITH ROATEN
When the Pentagon announced
the cancelation of its highestprofile cloud computing initiative in
July, not many were surprised.
The lucrative Joint Enterprise Defense
Infrastructure program, better known as
JEDI, didn’t make sense from a business
perspective, said Alex Rossino, an advisory research analyst at Deltek. “It didn’t
make sense on any level, honestly.”
The Pentagon awarded an eye-popping $10 billion contract to Microsoft
in 2019, a decision that was swiftly
protested by competitor Amazon Web
Services and led to prolonged legal
wrangling until the contract’s cancelation this summer.
“Honestly, it was cursed from the
beginning,” said Willie Hicks, public
sector chief technology officer at Dynatrace, a software artificial intelligence
company based in Waltham, Massachusetts.
“The department has determined that,
due to evolving requirements, increased
cloud conversancy, and industry advances, the JEDI cloud contract no longer
meets its needs,” the Pentagon said in a
press release.
Acting Pentagon Chief Information
Officer John Sherman told reporters
during a teleconference: “JEDI, conceived with noble intent at a baseline
now several years old, was developed
at a time when the department’s needs
were different and our cloud conversancy less mature.”
Now, the military is shifting gears as it
pursues a new cloud construct that will
be the backbone of its joint all-domain
command and control concept, which
is meant to quickly connect sensors and
shooters. The new program — known
as the Joint Warfighter Cloud Capability, or JWCC — will be a multi-vendor,
indefinite-delivery, indefinite-quantity
contract effort.
While the Defense Department
has lost time and resources pursuing
JEDI, experts say the recent change of
direction will not excessively delay the
military’s information-sharing goals as

Pursuing the JWCC will boost competition and help companies showcase
their strengths in service of the Pentagon, said Air Force Lt. Gen. S. Clinton
Hinote, deputy chief of staff for strategy,
integration and requirements.
“The search for best of breed continues on,” Hinote said at the National
Defense Industrial Association’s JADC2
& All Domain Warfare Symposium.
Microsoft and Amazon Web Services
are considered likely candidates to win
JWCC contracts, but the Pentagon will
be reaching out to other cloud service
providers to assess their capabilities,
Sherman told reporters.
Hinote noted that the new approach
will better serve the military’s needs for
joint all-domain command and control.
Cloud computing architectures
will serve as the “backbone” of the Air
Force’s contribution to JADC2 known
as the Advanced Battle Management
System.
Efforts to connect sensors and
shooters are needed as intelligence on
adversary behavior has found that competitors are trying to disrupt U.S. systems of war, Hinote said. Empowering
warfighters with centralized information will protect critical missions even
if communications are disrupted. The
military needs a “system of systems, such
that they can’t tear it apart,” he said.
Easy access to the cloud is critical for
the Pentagon to gain advantage of adversaries in future fights, said NDIA CEO
and President retired Air Force Gen.
Hawk Carlisle. The cloud enables leaders to exchange data with warfighters up
to the tactical edge and boost situational
awareness without information overload.
Point-to-point information transfer
doesn’t work because decisions will
need to be made quickly in the fights of
the future, said Carlisle.
“In tomorrow’s battlefield, you have
to have that ability to get information at
a pace that the cloud right now is really
the only way to do it,” he said.
He added that JEDI’s failure spurred
JADC2 stakeholders to realize how fast
the architecture needs to come together
and how extensive the sprawling effort
will be as it includes everything from
the cloud network to the algorithms
and procedures needed to operate the
system.
The government, military officials,
industry and academia “all understand
the importance of having to do this and

Defense Dept. photo

get it right,” Carlisle said. While experts
agree that the move toward JWCC gives
the Pentagon a fresh start, the path to
enabling joint all-domain command and
control is not guaranteed to be smooth.
While moving on to the Joint Warfighter Cloud Capability is a step in the
right direction, there is no denying that
“we’ve wasted a lot of time,” he said.
The Defense Department said the
cancelation of JEDI shouldn’t derail
its JADC2 plans. Russell Goemaere, a
Pentagon spokesperson, said the Defense
Department expects to award contracts
for the Joint Warfighter Cloud Capability in nine to 12 months.
“While the JWCC initiative is necessary to implement JADC2, we do
not anticipate that JADC2’s schedule
will be delayed by the JWCC acquisition,” he told National Defense in an
email. “The department’s current cloud
resources are adequate for the current
phase of JADC2.”
The Joint Requirements Oversight
Council will consider cloud environment requirements to deliver JADC2
interoperability, he said.
Meanwhile, while there
are some security concerns
associated with cloud
architecture, Scott Stapp,
chief technology officer
at Northrop Grumman,
noted that it can also help
“hide” sensitive information. Fusing information
together into the cloud
makes it difficult for hackers to distinguish which
data is unique, he said.
One of the biggest barriers to joint all-domain
command and control is
cultural, he noted. The
Pentagon’s acquisition
system is designed to build technology
that meets requirements belonging to
specific categories, but JADC2 will cut
across every sector.
“It’s not that we haven’t been thinking about this for a really, really long
time — about how you get everything
on the net, how do you make everything
interoperable,” he said. “The question is,
how do you execute it?”
Meanwhile, high costs for compliance with the Pentagon’s Cybersecurity
Maturity Model Certification program
could create complications and barriers for industry interested in becom-

ing involved with the Joint Warfighter
Cloud Capability, Rossino said. CMMC
— which has been undergoing an internal review for months — will eventually require all 300,000-plus companies
working in the defense industrial base to
meet certain levels of cybersecurity to
protect against threats from adversaries
and continue working with the Defense
Department.
“Unless they can control the costs
of this, they’re going to lose small and
potentially medium-sized businesses
that would be able to deliver the kind
of game-changing capabilities that the
DoD will be interested in the future,”
Rossino said.
Experts believe that cloud architecture and other aspects of JADC2 can be
built up simultaneously.
Rossino explained that both Amazon
Web Services and Microsoft have existing cloud setups throughout the Pentagon already. But problems could arise if
the competitors are not able to come up
with an architecture that is interoperable.

Creating a comprehensive data standard is key to ensuring it’s easy for multiple vendors to team up, he noted.
“Cloud is going to be a foundation for
this,” he said. “It’s a foundational principle, but it cannot be a technical obstacle
to what they want to accomplish with
having a single joint command-andcontrol environment.”
For now, the military needs to make
the most of the cloud infrastructures
already in place, said Travis Methvin,
deputy director for business, strategy
and resources at the Navy’s program
executive office for digital and enter-

prise services, which oversees the
Department of the Navy’s cloud infrastructure. The first step is boosting education and best practices around cloud
technology.
For example, implementing zero-trust
practices — which requires all users
to be continuously validated — during remote work operations eliminated
many security concerns for the Navy, he
said during a panel discussion on JEDI’s
cancelation hosted by MeriTalk.
MilCloud 2.0 and the Defense Enterprise Office Solution are two examples
of cloud contracts that the Defense
Department already has in place. Leaders should explore what applications can
be hosted using these networks to support JADC2, said Jim Matney, General
Dynamics Information Technology’s vice
president and general manager for the
Defense Information Systems Agency
and enterprise services sector.
“If we look at what [are] the enterprise cloud capabilities that are out
there, we’re able to leverage these ... and
come up with a solution where we can
achieve that,” he said.
Jane Rathbun, who is
dual-hatted as deputy
assistant secretary of the
Navy for information
warfare and enterprise
services and chief technology officer under the
Navy’s chief information
officer, said the sea service
will continue to procure
cloud contracts on its own
until the Joint Warfighter
Cloud Capability exists
and it makes economic
sense.
“Until then, we will
work toward enterprise
cloud contracting, which
I think will make it easier for us to shift
to another enterprise cloud, once it’s
established,” she said during a panel
discussion at the Navy League’s annual
Sea-Air-Space conference in National
Harbor, Maryland.
Hicks said there is a lot of work to do
to integrate existing systems with the
cloud architecture to create the system
of systems that JADC2 is envisioned to
be.
“We’re still in an experimental stage at
this moment,” he said. “The slower this
goes ... that’s going to eat into what we
have to do on the back end.” ND
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NATO Learns
Lessons from
COVID-19 Crisis
BY EDWARD LUNDQUIST
The global COVID-19 pandemic has had a profound
impact on NATO, member-states and
operations.
Despite international restrictions,
NATO entities, exercises and deployments continued. As the world emerges
from the worst effects of COVID, the
alliance has connected with its stakeholders to both gather and share the
“lessons learned” from the crisis.
All NATO entities — including the
27 NATO accredited centers of excellence — were encouraged to present
their COVID lessons through the
NATO lessons learned process, including
submitting them into the NATO lessons
learned portal, managed by the Joint
Analysis and Lessons Learned Center
(JALLC) in Lisbon, Portugal.
These inputs provided the basis of regular reporting to Supreme Headquarters
Allied Powers Europe and NATO HQ,
and provided valuable input — supplemented by interviews, questionnaires
and national input — to two lessons
learned reports on behalf of supreme
allied commander transformation. Some
of the findings, together with national
experiences, were discussed at the annual
NATO Lessons Learned conference in
March, which was conducted virtually.
Speaking remotely to the conference attendees, NATO Deputy Secretary General Mircea Geoană said the
pandemic had a huge impact on every
corner of the world and every part of
society. “It has also affected NATO —
our allies and partners, and our missions
and operations. But despite the enormous challenge of COVID-19, we have
proven to be resilient and able to cope
34
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with whatever it has sent our way.”
Throughout the pandemic, the alliance’s No. 1 priority has been to ensure
that the health crisis and economic crisis
do not become a security crisis, Geoană
said.
“Our forces remain vigilant and ready
to defend all allies against any threat. We
have done what is necessary to keep our
forces safe, to maintain our operational
readiness and sustain our missions and
operations,” he said.
NATO already has experience dealing with crises and supporting civilian
authorities during natural disasters such
as floods, fires and earthquakes. Geoană
pointed to NATO’s strategic airlift
capability as an example. “We have
delivered supplies, coordinated humanitarian relief, supported refugees, and
run regular exercises to improve and
test our skills. This capability allowed
NATO personnel to rapidly respond to
the developing pandemic and move vast
quantities of medical supplies to where
they were desperately needed.”
NATO’s past experience with humanitarian assistance and disaster response
crises led to the creation of the EuroAtlantic Disaster Response Coordination
Center, NATO’s principal civil emergency response mechanism, established to
coordinate and deconflict requests from
nations in need and offers of assistance
from allies and partner countries.
While the alliance has access to military resources and expertise, NATO’s
role in coordinating national and multinational responses to such events is
under the leadership of civilian authorities with the military in a supporting
role. Officials also admit that the lessons
of floods and earthquakes are vastly

different events from the current pandemic, and that the airborne virus poses
very different logistical challenges.
Geoană said NATO needs to engage
more with civilian authorities who are
primarily the first responders to better
support civil disaster response efforts.
“This crisis has underlined the importance of working closely and sharing
information and expertise with other
international organizations, such as the
United Nations Office for the Coordination of Humanitarian Affairs, the World
Food Program and, of course, our strategic partner — the European Union,” he
said. “Regular communication has meant
we could avoid duplication and collaborate when appropriate.”
The alliance’s COVID logistics
response has not been entirely successful, however. Geoană said NATO’s
‘just-in-time’ approach to supply chains,
which had been adopted to increase
efficiency and reduce costs, did not work
under extreme pressure.
“When the whole world is simultaneously crying out for medical equipment and supplies, the market simply
cannot cope,” he said. “We have to be
honest here. The truth is, we were not
adequately prepared for a global health
crisis on this scale.”
The allies were better prepared for
the virus’ second wave and agreed to
establish a stockpile of medical supplies
as well as a contingency fund to quickly
buy urgently needed items. “This is not
only vital for a future pandemic, God
forbid, but for other potential crises,
including Article 5 events where we can
no longer rely on buying from the open
market,” he said. Article 5 is an alliance
mechanism for collective self-defense.
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Moving beyond the scope of the
pandemic, Geoană argued that NATO
must prepare for crises arising from Russia’s destabilizing behavior, disinformation, the continuing threat of terrorism,
sophisticated cyber attacks, emerging and
disruptive technologies, the rise of China,
and climate change. The very definition
of security has changed, he said.
“This crisis, more like any other
before, has revealed that we are witnessing threats that could blur the
line between civil and military realms,
between traditional and novel elements,
between conventional and hybrid tactics,” he said. “This is an evolution of
epic proportions. Learning the lessons of
each crisis and looking ahead to imagine
the next, however terrible, is an essential part of maintaining the security of
NATO’s nearly one billion people.”
Supreme allied commander transformation benefited from lessons learned
by all NATO organizations and nations.
The 27 accredited centers of excellence
(COEs), representing the full spectrum
of domains and warfighting disciplines,
were particularly well positioned to help.
Rasa Pazarauskiene, a staff officer
responsible for the accreditation of centers of excellence, said they are unique
organizations that deliver outstanding
products in their areas of subject matter
expertise. All were impacted by COVID,
and all had to adjust how they delivered
their products. They were useful in
gathering lessons learned that could be
submitted to the lessons learned center
because of the diversity of the personnel
they work with on a regular basis.
Some centers were particularly
engaged with COVID-related issues. The
Strategic Communication center in Lat-

via was focused on disinformation and
how it impacted nations and their abilities to combat the virus. The Military
Medicine COE in Hungary; the Joint
Chemical, Biological, Radiological and
Nuclear Defense center in the Czech
Republic; and the Crisis Management
and Disaster Response center in Bulgaria
were “frontliners,” said Pazarauskiene.
According to Italian Army Col. Francesco Pacillo, branch head of the centers
of excellence program development
branch at supreme allied commander
transformation in Norfolk, Virginia,
the pandemic provided an opportunity
to evaluate how strong the network
is between his organization and the
centers of excellence, and to further
improve its relationship with them and
take advantage of their experiences.
While not a security issue per se, perhaps one of the most obvious impacts
of COVID was the need to postpone
events. Some of those in-person-contact
restrictions were overcome by conducting meetings and conferences virtually.
In some cases, confronting the realities
of the pandemic opened the door to
opportunities.
For example, Deputy Assistant Secretary General for Intelligence Maj.
General Jürgen Brötz hosted the second
annual meeting between intelligence
and security-related centers and NATO’s
intelligence and security community,
which was conducted June 24 online
due to COVID restrictions. The attendees, representing 13 of the 27 centers,
discussed strengthening cooperation,
with a focus on education and training
opportunities.
The Naval Mine Warfare Center of
Excellence in Ostend, Belgium, is another example, holding its annual conference in June, but doing it virtually using
a service called “Hop-in.”
That enabled some people to participate who might not have been able to
do so otherwise.
“Our two previous conferences were
canceled, due to various reasons,” said
Cmdr. Herman Lammers of the Royal
Netherlands Navy, the director of the
center. However, virtual technology
“made it possible to change the setup of
this conference, and involve industries,
civil companies and academia from outside the [mine warfare] domain.”
According to Geoană, the pandemic
underscored the importance of not only
strong military capabilities, but also stur-

dy, resilient societies. To “future-proof”
the alliance, he said NATO has established high standards of resilience, from
secure transport systems and telecoms,
including 5G, to energy, food and water
supplies.
“But we need to go further,” he said.
“We must strengthen these requirements
and hold each other more accountable
for enforcing them. We need to enhance
our collective — as well as our national
— resilience. And we notice that more
than before a new approach is required,
one that mobilizes the whole of the government, at times the whole of the society, and, to some extent — the whole of
the democratic world.”
“As we learned in responding to this
global crisis, the alliance, national entities and international organizations have
room for improvement in dealing with
international crises,” said Romanian
Army Brig. Gen. Bogdan Cernat, the
JALLC commander. “This is where lessons learned and information sharing
prove to be the most critical. By managing the NATO lessons learned process,
the JALLC ensures that the alliance
has the ability to learn from the past to
prepare and respond to the next international crisis.”
According to Cernat, the quality of
the lessons learned output depends
greatly on the input from everyone in
NATO.
“Individuals and entities across the
alliance and partner nations must submit their observations and lessons and
best practices based on their respective
experiences if the alliance is to remain
a learning organization and ensure that
valuable experience and expertise is captured for future use. As an organization,
NATO continues to transform with the
help of documenting its observations for
improvement and implementing better
practices,” Cernat said.
While unprecedented events pose
challenges, Geoană said, they also offer
opportunities to strengthen the alliance.
“A stronger alliance, a broader
approach to our security and continued
commitment to the rules-based world
order are all essential,” Geoană said.
“We can emerge, we should emerge, and
we will emerge from this crisis better
prepared, with greater resilience, with
faster decision making and more strategic insight, so that when the next crisis
hits — and it sure will from some place
— we will be ready.” ND
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Marine Corps Pilot Program
Expands Infantry Skills
BY SCOTT R. GOURLEY
CAMP PENDLETON,
Calif. — The Marine Corps
is conducting a series of pilot training
programs designed to enhance the capabilities of infantry elements.
The new course reflects Marine Corps
Commandant Gen. David Berger’s planning guidance contained in recent publications, including “Force Design 2030,”
in which he concurred with findings
that “current entry level and advanced
infantry training programs and policies
will not meet future demands of our
infantry elements.”
The first of the new pilot programs
concluded in late April at the School
of Infantry-West, at Camp Pendleton,
California.
“The impetus behind the Infantry
Marine Course came from guidance
from … Gen. Berger looking at systemic
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A shooter’s white watch gathers biometric
data during repetitive distance engagements.

changes within the Marine Corps based
on future age operating concepts, and
looking at both the future threat forces
we face and the environments in which
we are going to face them,” Col. Coby
Moran, commanding officer, School of
Infantry-West, told National Defense during one of the final days of the training.
“Those changes are directed toward
producing a Marine Corps that is better optimized to fight, win and survive
in those future operating environments
against those peer or near peer threats.
And that relates down to the infantry,
where Gen. Berger’s specific guidance
was to enhance our training in infantry;
enhance their capability; and enhance
their capacity to win in those fights.”
Based on that guidance, the Marine
Corps set out to restructure the Infantry
Marine Course, expanding the program
of instruction from eight-and-a-half to

14 weeks.
New or enhanced training areas
include: operation, maintenance and
employment of all company weapons;
management of visual, electromagnetic
and administrative signatures; conducting fire and maneuver with company
weapons both day and night; communicating using HF, VHF and UHF radios;
performing combat casualty care in a
dynamic environment; aquatic confidence; and the ability to operate based
on a task, mission and commander’s
intent from an operations order.
Moran and others were quick to
emphasize that the new course reflects
far more than the simple addition of
classes.
“Our current model is an industrial
model,” said Gunner Chief Warrant
Officer 3 A.J. Pasciuti, infantry weapons
officer for the Infantry Training Battalion at the School of Infantry-West. “We
have had one instructor and 300 students. But a lot of the skill sets required
to be an infantry Marine are tactile skills.
And we discovered that there was a loss
in translation from a PowerPoint presentation to performing the task.
So, for this entire pilot program
we taught only one class in
PowerPoint, and that was our
introductory briefing.”
With the exception of that
one briefing, Pasciuti said that
all follow-on training has been
conducted in the field environment, using the actual equipment, through a process known
as “EDIP” — explain, demonstrate, imitate and practice.
One example is marksmanship, which he described as “the
vessel of how we have adopted
the 21st century learning
model.”
Crediting the revised curriculum to cooperative arrangements with the Office of Naval
Research and other government
organizations, he said: “We are
able to take a Marine and introduce them to a specific phase of
marksmanship for about twoand-a-half hours every single
day. In our previous course, if
we wanted to train 70 hours of
marksmanship, we would train
12 hours a day for several days.
And then we would move on.”
Through cognitive scientists

and expert master teachers at Training and Education Command, officers
recognized that there was a limited
response to that approach. Instructors
introduced a block schedule with bitesized chunks of two-and-a-half hours a
day, every day, for several weeks.
“Now the students are able to contextualize that marksmanship information,”
Pasciuti said.
Other differences were evident on the
range itself, where students were utilizing the Heckler & Koch M27 Infantry
Automatic Rifle with the new Trijicon
Squad Common Optic to engage targets
at close and extended ranges.
As compared to traditional International Practical Shooting Confederation/
United States Practical Shooting Association cardboard silhouette targets that
feature concentric A, C and D torso
zones of engagement, the new targets
were visibly smaller, eliminating the outer D zone to present a target size that
more accurately reflects a lethal zone or
effective hit on a target.
Other significant differences could be
seen in the long-range engagement repetition, during which Marines engaged
targets at 100, 200 and 300 meters from
standing, braced kneeling and prone

positions. The use of acoustic shot timers and other Marine-worn and external
data recorders allowed observers to
derive hit probabilities at each distance
as well as information like how long
it takes a Marine to get a gun into the
fight and make a lethal hit on a target.
In addition to marksmanship, Capt.
Dave Delong, commander of the headquarters and instructor company at the
Infantry Training Battalion, outlined the
broader program of instruction, noting
that the first several weeks are devoted
to individual skills with a follow-on transition to more complicated skill sets.
“Week nine is where we start working our mission pieces,” he said. “They
are starting to learn how to take an
order and operate off of that order. That
moves into week 10, which starts our
field exercise or collective phase, where
they start to learn squad patrolling,
squad attacks, complex fire and maneuver, defensive positions and integrating
all the skills they have learned in the
first several weeks into a team setting.”
Another significant difference in the
pilot Infantry Marine Course involves a
five-day, student-led capstone field exercise that requires the Marines to continuously apply their field skills while
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operating independently and making
critical decisions.
One of the new skills provided under
the 14-week Infantry Marine Course
involves aquatic confidence. After water
exposure throughout the course, the
field exercise scenario opened with the
notional delivery of the Marines some
distance from a beach landing site. Students were required to package their
equipment and push, pull, or swim their
equipment bundles for 300 meters in a
pool to reflect that scenario.
Sgt. Raz Ornelas, pool instructor
for the course, noted that early water
exposure had included “a rough patch”
as both students and instructors ascertained their competency in the water.
“From there it was a building block
crawl, walk, run approach,” he said.
“Once we figured out their competency
we put them through basic beginner
swim qualification. Then we went to
intermediate. And there were a few chosen from each platoon to participate in
working into advanced swim qual.”
Another instructor quietly acknowledged that previous classes did not
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include any swim training or exposure
to the pool setting, characterizing that
omission as “the skeleton in the closet
of amphibious infantry training,” before
quickly adding: “But now we’re putting
that skeleton into the water.”
According to 1st Lt. Mark O’Connell,
a company operations officer in the
Infantry Training Battalion, at completion of the water transit the students
enter the tactical phase of the exercise,
which would include features like a 30
kilometer road march with continuous
tactical operations, establishing high
frequency communications, conducting casualty care and observing a live
helicopter raid being conducted as part
of pre-deployment training by other
Marine Corps elements.
“Ultimately, the goal of the [course] is
to produce a better trained, more lethal,
more capable entry level Marine that
can come into the Fleet Marine Force
and hit the ground running,” stated
Moran. “And the receiving unit will be
able to take those Marines and, instead
of necessarily starting at a square one
or square zero, they’re able to look at

levels of proficiency higher up on the
training continuum.”
According to Brig. Gen. Jason Morris, commanding general at Marine
Corps Training Command, the School
of Infantry-East at Camp Lejeune was
schedule to begin testing the same
14-week pilot course in June. That process will be followed by one more pilot
on each coast before forwarding data
for command decisions. Current plans
call for full implementation of the new
IMC approach by the end of fiscal year
2023.
Pointing to the likelihood that the
course would grow, iterate, change and
develop over time, Morris observed:
“There are some things that we know
you can’t get to in a 14-week [program
of instruction] that are going to require
more time to train; things like heavy
machine guns or some sort of amphibious training. These are things that we
would like to explore getting after. But
I don’t think we’re going to do that
until we come up fully online with full
production 14-week, see where we are,
see what’s sustainable, and get it right.
And then we’ll probably do an 18-week
or so pilot and see what that looks like
going forward.”

Asked about his perspective on the
types of additional skill sets that might
enhance future capabilities, Pasciuti
related his own recent field experience
with the pilot class.
“During our patrolling exercise I got
a squad together and physically went
out to ‘hunt’ the students,” he said.
“Remember, the instructors at this point
are hands off and this is entirely a student-run event with their own student
squad leaders and their own student
radio operators. And the students had to
set up a platoon patrol base as directed
in their operation order.
“But what the students decided to do
was set up a patrol base plus a triangle
defense, with three independent fire
teams out as [listening posts/observation posts]. And one of those picked us
up on thermals when we were still two
kilometers away.
“I didn’t know they had picked us up.
But what they did was move a machine
gun team over to allow plunging fire
into my squad, along with two more
fire teams to counter ambush my team.
“This was done by privates, all of their
own. They did this on their own because
they understand geometries of fire. We
taught them that.”
In addition to things like machine
gun placement, he added that the new
instruction also begins to introduce how
mortars could be emplaced.
Noting the noise being generated by
the artillery from Camp Pendleton’s
11th Marine Regiment across the Camp
Pendleton impact area, he speculated,
“What if, in the future, we taught them
supporting arms and how to bring those
resources when they see a patrol two
clicks away? They would use their most
deadly weapons, right? And now I’m
done. I can’t even get close.”
He concluded: “The No. 1 question
I get asked is to identify the biggest
single difference between this and the
old course. The biggest single difference is that we stopped focusing on the
instructors and started focusing on the
students. We genuinely care about the
students and their success. These are
almost all ‘Generation Z’ Marines.
“What if we had the audacity to make
the generation that follows us better
than we were?” he added. “If we can
affect their trajectory right now, we can
change not just the way that they think
now but also what happens when they
are at 20 years or more of service.” ND
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Marine Corps Retiring
Older Training Systems
To Pursue New Tech

Marine Corps photo by Cole Dynes

BY MANDY MAYFIELD
ORLANDO, Fla. — Facing
dynamic and challenging future
operating environments, the Marine
Corps is betting big on new training
technology to better prepare warfighters
for the unexpected.
Col. Luis “Lou” Lara, Marine Corps
Systems Command’s program manager
for training systems, said the service is
employing a live-virtual-constructive
paradigm to maximize unit readiness.
LVC training leverages virtual reality
and other computer-generated entities
to supplement live training.
The command’s No. 1 training priority is its Force-on-Force Training Systems-Next program, Lara told National
Defense on the sidelines of the National
Training and Simulation Association’s
annual Training and Simulation Industry
Symposium in Orlando, Florida.

Marines wear Force-on-Force Training SystemsNext harnesses during a prototype demonstration at Camp Lejeune, North Carolina.

The Marine Corps awarded Saab a
single award task order contract worth
up to $128 million in June to produce
the system. The capability will allow
Marines to “train in realistic, scenariobased, simulated environments against
live, role-playing opponents,” according
to the service.
Marines will be equipped with a harness fitted with sensors and transmitters
that link to various weapons systems
such as an M4 machine gun, Lara said.
The weapons use blank ammunition
that, when fired, emit lasers that register
when a trainee’s vest is hit. The data
gathered during the sessions is recorded
and can be played back later to provide
Marines with individual and unit per-

formance metrics to determine areas of
improvement, according to the service.
The system can also be used to train
with indirect fire weapons such as grenades and mortar rounds, Lara said.
Through its contract, Saab will provide equipment deliveries for individual
Marine weapons and vehicles, as well as
logistics and maintenance support and
training exercise support for all of the
Corps’ installations worldwide.
The new training system will
replace the Instrumentation and Tactical Engagement Simulation System,
or ITESS, platform. ITESS was not
designed to support large-scale exercises,
such as those performed at Marine AirGround Task Force Training Command,
according to the service.
Marine Corps Systems Command
plans to field the Force-on-Force Training Systems-Next between 2023 and
2026 at bases in California, North Carolina, Hawaii, Virginia, Japan and Guam.
Over the past year, the command’s
range training systems office has also
been busy upgrading legacy platforms,
said Lt. Col. Jon Mohler, product manager for range training systems at the
office of the program manager for training systems.
Since 2007, the Marine Corps has
been utilizing infantry immersion trainers at Camp Pendleton, California,
Camp Lejeune, North Carolina, and
Marine Corps Base Hawaii in both
indoor and outdoor configurations,
Mohler said during the conference.
“The IITs are large, non-live fire training facilities for hands-on practical applications of ethical decision-making in an
immersive, scenario-based environment,”
he said.
Many of the simulations conducted
through IIT require the use of role players, he said. To fill that gap, the office is
looking to develop an immersive training environment capable of replacing
role players in various scenarios.
“The purpose would be to create high
fidelity simulations,” he said. The office
is pursuing the effort with the Training
and Readiness Accelerator Consortium.
A request for solutions was slated to be
released this summer. TReX — which
is managed by the National Security
Technology Accelerator — was created
to spur innovation and expedite delivery
of modeling, simulation and trainingrelated prototypes.
Marine Corps Systems Command is
also investing in its range training family
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of systems, Lara told conference attendees. Mohler said that
includes upgrading the portfolio
of automated scoring systems
to provide Marines with target
scoring capabilities on ground
and air-to-ground targets.
This will help Marines train
by giving them the ability to
“engage holistic targets,” he
added.
Meanwhile, officials are creating a range training systems
capability development document, or CDD. The document
will include physical targets where
Marine Corps ground and aviation units
can engage with a vast array of weaponry and platforms, including armored

Marines conduct a combat convoy simulation at Camp Pendleton, California.

vehicles and fixed-wing aircraft in order
to support live training, he said.
The command is developing another
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CDD for its ground training systems
family of platforms, he added.
The capability development document will outline the common characteristics of the systems’ individual
programs which will improve interoperability by requiring the various platforms to adhere to common technical
standards and components and draw
from a library of common data, Lara
said.
The service is also revitalizing its
Combined Arms Command-andControl Training Upgrade System, or
CACCTUS, said Koren Odermann,
future technologies integration officer at
Marine Corps Systems Command.
Previously, CACCTUS was an
upgrade for the service’s combined arms
staff trainer and provides commandand-control integration and fire support
coordination training for Marine airground task force staff up to the Marine
expeditionary brigade level. It provides
two- and three-dimensional visualization
of the battlespace.
The command is slated to release a
request for proposals for CACCTUS
post-deployment software support in
the September to October timeframe,
Odermann said. A contract award is
expected to be issued in February 2022.
The first year will include option
periods starting in April 2022, with
four-year options, Odermann said. Total
funding is estimated to be about $13
million.
The command’s Training Systems Sustainment and Support Services, or TS4,
also has a number of initiatives currently
in the works as it looks to take advantage of new technology, said Elizabeth
Shirley, product manager for synthetic
training systems. One ongoing effort is
for equipment-related services systems,

or ERSS, she said.
The effort is a 10-year multiple
award task order contract worth up to
$249 million that was recently awarded
to Hatalom Corp., an Orlando-based
defense contractor, she said.
Another initiative is related to electronics and communication services
known as ECS.
A request for proposals was released
this summer for the effort which will
include a 10-year multiple award task
order contract with a ceiling of $238
million, she said.
“The focus here is on software support,” including post deployment sustainment and support, cybersecurity and
software development initiatives, she
said. As of press time, the contract had
not yet been awarded but was expected
to be issued in the near future.
Meanwhile, as the service invests in
new training capabilities, it is divesting
legacy systems in order to free up money in its budget and reallocate existing
funding to new capabilities, Lara said.
“Over the last year, the Marine Corps
has made some significant decisions
to reduce or remove costs where systems are no longer effective and won’t
meet changing training needs,” he said.
Training and Education Command has
reduced the number of deployable virtual training systems by more than half,
from 676 suites to 333, he noted.
The service is not planning to ask for
additional funding across its new training initiatives unless it has to, Lara said.
“We’re getting rid of things that are
obviously not in our mission set,” he
said.
The service is also taking a hard look
at usage rates.
“You have training systems out there,
but sometimes unit commanders don’t
utilize them, so if they’re not being
utilized and they’re not being deployed,
why are we maintaining them?” he
asked. “We’re divesting of those things.”
Education and training is among the
top priorities of Marine Corps Commandant Gen. David Berger as the service works to modernize its capabilities
and improve readiness.
Berger “recognized a major factor
prohibiting the Marine Corps from
achieving his vision [was] outdated
operational ranges and training areas
that support training requirements,”
Lara said.
New technologies and innovative

approaches are needed to meet the service’s training needs, he said. Platforms
that were relevant a decade ago may no
longer be so. The service needs industry
to freshen its training system tech, he
added.
“By adopting new technologies in
combination with new processes and
approaches to problem solving, the
Marine Corps — with the help of our
industry partners — will accelerate its
progress towards fielding an important
new capability,” he said.
Recent reductions in legacy combat
equipment have led to the cancellation
of some training systems, he noted. For
example, the divestment of tank units
will lead to the end of the service’s
M1A1 armored training system and the
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amphibious assault vehicle armored
gunnery training system in fiscal year
2022.
Additionally, the indoor simulated
marksmanship trainer inventory was
reduced by 57 percent, from 485 systems to 206, Lara said.
That reduction will “allow for the
development of a new capability — the
advanced small arms lethality trainer
— [which] is a requirements document
that we’re currently working with our
requirements sponsor on finalizing,” he
said.
The service plans to field five systems
initially as proof of concept. ND
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Marine Special Ops Command
Hones its ‘Cognitive Raiders’
BY SCOTT R. GOURLEY
Marine Raiders are some of the
nation’s most elite warfighters,
but Marine Corps Special Operations
Command is pushing to make them
even better with its “Cognitive Raider”
initiative.
The Marine Corps Special Operations Forces 2030 strategic vision outlined the Cognitive Raider innovation
pathway, asserting that troops sent into
future special operations environments
“must be able to understand them and
then adapt their approaches across an
expanded range of solutions,” adding,
“While tough, close-in, violent actions
will remain a feature of future warfare,
MARSOF must increasingly integrate
tactical capabilities and partnered operations with evolving national, theater
and interagency capabilities across all
operational domains, to include those of
information and cyber.”
To facilitate that understanding and
adaptation, MARSOC has implemented
an annual event called the Cognitive
Raider Symposium, also known as CRS.
Co-hosted with the Naval Postgraduate School’s Defense Analysis Department, the multi-day gatherings provide
myriad learning venues designed to
hone the Marine Raiders’ tactical edges.
Significantly, the symposium not only
addresses the Cognitive Raider pathway,
but also illustrates MARSOF as a true
connector of ideas and concepts.
Opening the third iteration of the
symposium in early June, Col. John
Lynch, MARSOC deputy commander,
identified several key traits that help to
define a Cognitive Raider, offering, “It
starts with being a problem solver, one
that never becomes complacent but
instead remains adaptable and forward
thinking.”
He described an “edge” where the
Marine Raider asserts, “I’m not satisfied.
There is more out there. There are ways
to be better. There are ways to be more
efficient. There are ways to be more
lethal. And there are better ways to
accomplish what we’re trying to accomplish.
“I cannot pick a single period of time
in my career … where we have been
42
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challenged to evolve at the pace we’re
being challenged to evolve right now,”
he added. “It is remarkable how fast we
have to do it.”
Douglas Borer, chair of the Defense
Analysis Department at the Naval Postgraduate School, noted the conference’s
focus on “frontier technologies,” offering
both low-tech and high-tech examples
while discussing how the technologies
might alter tactical and strategic realities against a background of great power
competition with nations such as China
and Russia.
“When I asked what frontier technologies a Cognitive Raider mostly
followed, the list included things like
automation, AI, advanced manufacturing, biotech, quantum computing, 5G,
next-gen hardware robotics and space,”
said Matt Stafford, a State Department
representative. “These largely follow
State’s concerns. I know we both have
much longer lists that we’re also paying
attention to, but it’s good to hear that
we share these worries. We also share
some of your background worries about
how these things will get used, or combined with each other, or just combined
with existing technologies.”
Master Gunnery Sgt. Mark Castille,
command senior enlisted leader at the
Marine Raider Training Center, engaged
conference participants with a presentation focused on critical thinking tools
and methods, capping the discussion
with a participatory creative thinking
exercise for attendees.
The CRS series brings in speakers
from diverse and unique backgrounds.
This approach was reflected in presentations by writers and analysts P.W. Singer
and August Cole, co-authors of the novel Ghost Fleet, which has appeared on
the Commandant of the Marine Corps’
Professional Reading List.
Singer noted that he had been asked
to speak on the topic “What comes
next?” adding, “There is a challenge
in that, particularly to the defense
space, where the belief is that wrestling
with the future is something that we
shouldn’t do, because we get it wrong so
often.”
Against that caveat, Singer discussed

the implications of China’s 19th Party
Congress’ order for the Chinese military
to “accelerate the development of military ‘intelligentization.’”
“We need to use new modes of visualizing and communicating about the
future,” he asserted. “Given all of this
change, individuals, organizations and
nations that don’t recognize, wrestle
with and try and make changes will be
making a decision through their inaction. They will be making a decision to
lose the future, and I hope none of us
do that.”
Cole said his and Singer’s brand of
FICINT — fictional intelligence — or
“useful fiction,” represents a new way
to write realistic narratives in a way
that helps the military plan and prepare
for an uncertain future. He pointed to
several of the frontier technologies and
offered his own perspective on their
impact for the Marine Raider community and Raider culture as well as the

larger U.S. Special Operations Command enterprise.
Along with creative thinking and
exploring “shifts in cognitive modalities,”
Raiders also received a number of program briefings from across the Defense
Department and several industry partners.
Lt. Col. Glenn McCartan from the
Defense Innovation Unit noted the
distinction between “those who invent
technology and those who take it and
use it.” DIU was created in 2015 to help
connect the Pentagon with tech hubs
such as Silicon Valley. McCartan identified the organization’s value proposition
for the special operations community as
brokers with access to commercial dualuse technology, highlighting the importance of “bridging the gap” between
commercial and military technology

innovation.
Another DIU representative, Heather
Ichord, pointed to several recent programmatic accomplishments.
McCartan observed, “It’s not about
finding the technology. It’s about implementing it.”
Not surprisingly, one of the Defense
Innovation Unit’s portfolios involves
artificial intelligence and machine learning, an increasingly critical arena that
served as the centerpiece for a dedicated
“AI 101” presentation by Gokul Subramanian, engineering lead at defense
technology company Anduril. He
described the company’s involvement in
the development of counter-unmanned
aerial system technology and cautioned
the audience over the likely necessity
to re-define “drone swarms” as scenarios
shift from “four or five drones flown at a
base” to “500 drones.”
Subramanian identified “neural networks” as “the frontier of where we are
Marine Raiders provide security
during a readiness exercise.
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going,” supporting that with a wideranging presentation that addressed
issues ranging from concepts for
defeating increasingly common facial
recognition software, to the possibility
of inserting “AI poison” into a potential
opponent’s OODA — observe, orient,
decide and act — loop.
The symposium included a panel on
“AI Applications in Intel/ISR” led by
representatives from the Johns Hopkins
University Applied Physics Lab. Presenting their personal visions of future AI
implications from spectrum superiority to safe and assured operations, they
offered application examples for military
intelligence, surveillance and reconnaissance while also acknowledging ongoing
work on a “counter-AI initiative.”
CRS presentations highlighted other
specific military applications of the

frontier technologies. One example
that focused on space technology and
great power competition was provided
by Chief Master Sgt. John Bentivegna,
senior enlisted leader for Space Operations Command.
Bentivegna emphasized the criticality of space domain awareness at a time
when “space is becoming congested.”
In the evolving era of great power
competition, he expressed the command’s desire to explore partnering
with MARSOC and Special Operations
Command, observing, “China has a satellite in space with a grappling arm. And
Russia has anti-satellite weapons in orbit
that could kinetically kill satellites. It’s
all in that gray area. What is an act of
war in space and where is space going in
the future?”
The symposium also included venues for Raiders to share their personal
thoughts and field ideas through an
essay contest co-sponsored by MARSOC and the Naval Postgraduate
School. While 16 essays were received
and posted to wide dissemination, the
top three award winners presented their
efforts directly to the audience.
One example was provided by critical
skills operator Staff Sgt. Franklin Baker,
who focused on the notional creation
of what he called “the Greatest Mesh
Network,” through the integration of
an Android Tactical Assault Kit device
with a goTenna Pro X affixed under the
wings of a Stalker VXE unmanned aerial
system. Describing the architectural elements step by step, he said special operators could “create our very own mesh
network with an aerial component that
defeats line-of-sight obstacles in every
operating environment.”
Other award-winning essay presentations ranged from “Brilliance in the
Basics” of space weather to “Edge Computing and Tomorrow’s Operations”
versus relying on the cloud.
The Naval Postgraduate School’s presentations provided a critical strategic
framework from which Raiders could
view key technologies. As an example,
Dr. Ryan Maness, assistant professor in
the school’s Defense Analysis Department and director of the DoD Information Strategy Research Center, asserted
that China is the biggest threat to the
United States right now but cautioned
that the U.S. government might be
“over-hyping” that threat, with some early evidence indicated that China “might

MARINES
be hitting a wall.”
Offering examples of Chinese efforts
to obtain rather than develop critical
technologies, he observed, “It’s difficult
to innovate when you’re cheating.”
He characterized Russia as “outmatched in the conventional domain
but punching above their weight in the
cyber and information domains.”
Dr. Tommy Jamison, assistant professor of strategic studies at the defense
analysis department, outlined his perspective on technology and strategy in
Chinese history.
Noting a great historical debate
within China over a continental frontier
versus a maritime frontier, he said, “In
China today, the lessons of history are
used as a springboard for military modernization.”
“History and geography are fundamentally relevant to Chinese leaders,”
he added. “And for that reason, it is
relevant to anyone who is serious about
confronting China, and that would
include everyone in this room as some
of the most serious people engaged in
that effort.”
Looking forward, symposium attendees explored how the MARSOF 2030
vision links to an emerging Marine Special Operations Command focus on an
operating concept identified as Strategic
Shaping and Reconnaissance, or SSR.
Described as “encompassing those
activities conducted by special operations elements in cooperation, competition and conflict to gain awareness of
adversarial intentions and capabilities in
order to deter, disrupt, deny or increase
the adversary’s risk,” the concept
includes a wide array of skills and equipment to provide shaping and influence
effects to be achieved through a hybrid
approach utilizing selected special
operations core activities and programs
applied through intelligence operations,
direct and indirect actions, and persistent development of ally and partner
relations.
The SSR concept is expected to be a
focus for future iterations of the Cognitive Raider Symposium. In the meantime, Raiders are working to incorporate
the lessons from this year’s event across
MARSOC, demonstrating the power of
the “Cognitive Raider” initiative and its
application for the future. ND
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Trump’s F-15EX Legacy Lives
On in Biden Administration
BY JON HARPER
Democratic President Joe
Biden came into office vowing
to reverse many decisions of his predecessor, but one controversial Pentagon
program initiated under former Republican President Donald Trump’s watch
is moving ahead at full speed — the
F-15EX fighter jet. However, it remains
to be seen how many platforms the Air
Force will ultimately buy as it modernizes its tactical aircraft inventory.
The aircraft is the newest and most
advanced platform in Boeing’s F-15
product line, which also includes
F-15C/D Eagles and F-15E Strike
Eagles. The F-15EX, dubbed Eagle II, is
intended to replace aging F-15Cs.
Last year, the Air Force awarded
Boeing $1.2 billion for Lot 1. The
deal includes an indefinite-delivery,
indefinite-quantity contract worth up
to $22.9 billion. The service could purchase as many as 200 planes under the
IDIQ contract, according to Boeing.
“That was arguably the one real mark
on tac-air that the Trump crowd left —
the return of F-15 procurement,” said
Richard Aboulafia, vice president of
analysis at the Teal Group.
The new version will feature fly-bywire flight controls, advanced cockpit
systems and BAE Systems’ AN/ALQ250 Eagle Passive Active Warning Survivability System for electronic warfare,
among other capabilities.
Boeing has touted the plane’s large
weapons payload capacity, including the
ability to carry hypersonic missiles up
to 22 feet long and weighing more than
7,000 pounds.
The jet will be able to fly at Mach 2
at altitudes over 50,000 feet, according
to Kevin Sutterfield, Boeing’s vice president for U.S. Air Force fighter programs.
The program is expected to serve as
a pathfinder for the Pentagon’s DevSecOps initiative, which is aimed at developing more secure and agile software.
That, combined with an open mission
system architecture and digital engineering, will enable the aircraft to be
upgraded more easily and quickly, Boeing officials say.
“We know that we have to build that
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capacity for change into the platform,
in ways that nobody’s thinking about
even using it today,” Sutterfield said in
an interview.
The Air Force is exploring the concept of robotic wingmen with its Skyborg program.
“We have a weekly meeting with the
Skyborg office, and they’ve asked us
to prepare some … short-term demos
and that kind of thing,” Sutterfield said.
“If there’s manned-unmanned teaming
going on in the U.S. Air Force, F-15EX
will be a part of it.”
The Trump administration requested
funding for the fourth-generation aircraft in the fiscal year 2020 budget even
though Air Force leaders at the time
preferred to focus on buying stealthy
fifth-generation planes such as Lockheed
Martin’s F-35A joint strike fighter. The
service later changed its tune and voiced
support for acquiring Eagle IIs.
Congress approved procuring eight of
the jets in 2020 and 12 in 2021. Biden’s
2022 budget request included an additional 12 aircraft.
Boeing officials said they weren’t
shocked that the new administration
embraced the program.
“We were a little surprised by the
characterization originally that it was
some kind of Trump project. It certainly
wasn’t that from our perspective,” Sutterfield said. “It wasn’t a political animal
in any way. It was a requirements-based
conversation … with the DoD” that led
to the Pentagon’s decision to pursue the
plane.
“They came to us and said, … ‘We
want to go replace those [aging F-15Cs],
we want to do it in a way that is quick
and allows those [Air National] Guard
units that fly that airplane to convert
without losing their mission capability.
… We have an immediate need, and
how quickly can the Boeing Co. fill it
and do that affordably?’” Sutterfield said.
Boeing “made a gamble by not proposing a forward-leaning new design
that would holistically advance the full
spectrum of required capabilities,” analysts Heather Penney and Retired Air
Force Lt. Gen. David Deptula wrote in
a Mitchell Institute for Aerospace Stud-

ies report, “Building an Agile Force: The
Imperative for Speed and Adaptation in
the U.S. Aerospace Industrial Base.”
The study criticized the decision
to buy the F-15EX, arguing that the
platform wouldn’t be survivable in a
high-end fight because it isn’t stealthy.
However, Boeing won its “gamble.”
“We leaned in and invested as a company a significant amount of money
on this,” Prat Kumar, vice president
and general manager for Boeing F-15
programs, said in an interview. “We
wouldn’t have done so if we were not
confident in the product and thought
this was hostage to some political flavor
of the day.”
Key lawmakers are keen on the Eagle
II. The Senate Armed Services Committee’s version of the 2022 National
Defense Authorization Act, completed
in July, not only authorized the 12
planes that Biden requested, but also
approved buying an additional five jets.
“We’re very optimistic about where
things are going,” Sutterfield said.
Landing the F-15EX contract wasn’t
just a boon for Boeing.
“Fighter production is a vast enterprise,” Kumar noted, adding that the
F-15 program has more than 400 suppliers spread across 42 states.
“If you look across the broader industrial base … there are 55,000 people
in the supply chain that support this
program. And keeping that skill base
gainfully engaged and ready for the
next thing is really important, not just
to Boeing, but also for our suppliers,”
he said. “If you lost that skill set, you
wouldn’t have a bridge to the future
[Air Force fighter program opportunities]. So in that sense, it’s really a very
critical order for us to have.”
The program also boosts Boeing’s sustainment business.
Sutterfield noted that about 93
percent of the support equipment for
variants of the F-15s is identical and is
already out in the field, which will facilitate the transition from older models to
the new one.
“Instead of a fresh air dominance
design, Boeing elected to extend the
F-15 franchise by offering the Air Force
the F-15EXs,” the Mitchell Institute
report said. “This will also extend established long-term sustainment revenue at
relatively little new cost to Boeing.”
The program has hit milestones this
year. In February, the first plane off the

line flew at Boeing’s St. Louis facility,
and in March the Air Force took delivery of its first Eagle II at Eglin Air Force
Base, Florida, for testing.
The company has built the second
plane and recently started production
of the third plane. The remaining jets in
Lot 1 are slated to be delivered in early
2023, Kumar said.
Once the company finishes Lot 1, Lot
2 production will start, he said. “We’ll
have to do concurrent production of jets

Boeing illustration

10 critical technologies are now mature,
according to the Government Accountability Office’s latest annual weapons
systems assessment for Congress. Lowrate initial production is slated to begin
in March 2022.
“Program officials stated they believe
manufacturing risk at that time will be
low because the F-15EX will be manufactured on the same production line —
using many of the same manufacturing
processes — as current [foreign military
sales] F-15 aircraft,” the
report said. “In addition,
F-15EX rendering
manufacturing processes will have been
proven on pilot production lines.”
The program office
also said the risk of
design changes to production aircraft is low
because the F-15EX is
being built by the same
line producing mature
FMS variants, the GAO
added.
In 2021, the flyaway
unit cost for an F-15EX
was about $88 million,
according to Air Force
budget documents.
Kumar said that when
non-recurring costs are
excluded, Lot 1 planes
would cost less than
$80 million. “Over time,
we are confident we
can keep it below that
number,” he said.
A key selling point
for the F-15EX has
for our … international customers
been its projected operation
as well as domestic customers.”
and sustainment costs, which
SCAN
Boeing is ramping up its prohave been projected to be about
THIS
duction capacity to meet antici$29,000 per flight hour. In comIMAGE
pated demand for the jet.
parison, the F-35A currently
The contractor plans to double
costs more than $33,000 per
its capacity to two aircraft per
flight hour to operate.
month, or 24 per year, with the
The Eagle II is one of four
See the
option to go to a rate of three per
fighters that the Air Force plans
F-15EX
month, or 36 per year, Kumar said. in action
to have in its fleet in the 2030s,
The F-15EX is based on the most
along with the F-35, the F-16
advanced Eagles currently in production
and its follow-on, and a sixth-gen platfor Qatar, and Boeing says that the plane
form that will emerge from the Nextwould have 70 percent parts commonGeneration Air Dominance program.
ality with existing U.S.-owned F-15s,
However, it’s unclear how many Eagle
according to a Congressional Research
IIs the Air Force will ultimately buy.
Service report, “Air Force F-15EX Eagle
“The F-15EX program is a middleII Fighter Program.”
tier acquisition program but is expected
The program office has said that all
to become a major defense acquisition

program following the establishment of
an acquisition program baseline, which
will declare the total number of aircraft
included in the program,” according to
the CRS report. “That total is not yet
known, in part because the Air Force
has yet to decide its desire for Eagle
IIs to replace the current F-15E Strike
Eagle fleet in addition to the planned
F-15Cs.”
The Defense Department is conducting a number of tac-air reviews that
will help shape the future force, Joseph
Nogueira, acting director of the Pentagon’s Cost Assessment and Program
Evaluation office, told members of the
House Armed Services Committee in
July.
“CAPE is leading analysis focused on
tac-air affordability, and the key tradeoffs between capability and capacity,”
he said. “The Joint Staff, in coordination
with the combatant commands, is leading the department’s thinking on how
tac-air should be employed in a future
conflict. Finally, the Air Force and Navy
are conducting tac-air studies focused
on assessing both near- and long-term
requirements.
The results of these efforts will inform
the Biden administration’s forthcoming
National Defense Strategy, the fiscal
year 2023 budget request and the future
years defense program, he added.
But lawmakers on Capitol Hill hold
the power of the purse.
“Congress is faced with decisions
regarding the extent to which the
F-15EX program funding should be
considered relative to other Air Force
and DoD priorities,” the CRS report
noted.
Questions that could shape those
decisions include: What is the Pentagon’s
commitment to completing the planned
buy of F-35As? How does replacing
F-15s fit with the Air Force’s declared
goal of growing to 386 squadrons? What
is the national interest in maintaining
more than one tactical aircraft manufacturer and, if advisable, how should that
be done? And how does the F-15EX
fit with the current national military
strategy emphasizing capability against
sophisticated adversaries?
The role of drones in the future fleet
could also affect procurement.
“The use of unmanned aircraft systems may draw attention regarding the
extent of the F-15EX need,” the report
said. ND
S E PT E M B E R 2 0 2 1 • N AT I O N A L D E F E N S E

45

Air Force, Boeing Trying to
Tackle Tanker Challenges
BY YASMIN TADJDEH
The KC-46A Pegasus program
— which will replace part
of the Air Force’s fleet of aging aerial
refueling tankers — has been dogged
by problems for years. As the Air Force
and Boeing work to fix remaining issues,
officials and executives say the aircraft is
finally on the right track.
Boeing has been working on the
program — which was structured as a
fixed-priced contract — for more than a
decade and has eaten about $5 billion in
cost overruns.
The program has faced several issues
in recent years, most notably problems
with its remote vision system. However,
both Boeing and the Air Force say the
program is turning a corner.
“While we work to rectify some discrepancies, we stand behind the KC-46
and believe it will be a great refueling
capability for decades to come,” said
Lt. Gen. David Nahom, the Air Force’s
deputy chief of staff for plans and programs. “Even today, it has taken on many
of the day-to-day refueling requirements
and … our plan is to make full use of
the KC-46 in the near term, while fixing
discrepancies as soon as possible.”
The platform will be a key asset for
the Air Force, he added during a Senate
Armed Services airland subcommittee
hearing in June. “We are getting use out
of it right now, not just in limited air
refueling, but also in airlift and air medical evacuation.”
In July, the service announced that Air
Mobility Command Commander Gen.
Jacqueline Van Ovost approved the centerline drogue system mission set as the
Pegasus’ first interim capability release
to meet joint force air refueling requirements.
The move will allow for more daily
“taskable” operational capabilities and
increase capacity for tanker fleet
requirements, according to the Air Force.
“The last six months of operational
use and programmatic evaluation indicate conditions have been met for ICR
declaration of the centerline drogue
system mission set,” Van Ovost said in
a statement. “This decision reflects a
risk-informed, data-driven, constraint46
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analyzed approach to releasing KC-46A
operational capabilities to the joint
force.”
In August, Van Ovost approved a second interim capability release mission
set for the air refueling boom, according
to the service.
However, while the KC-46’s critical technologies are fully mature, the
program continues to experience design
instability, according to a recent Government Accountability Office report,
“Weapon Systems Annual Assessment,”
that was released in June.
The government watchdog flagged six
critical deficiencies that were discovered
during development and operational
testing that required design changes.
That includes continued shortcomings
with the remote vision system cameras
and their displays. The issue “can cause
the operator to scratch stealth aircraft
with the boom during refueling due to
poor visual acuity and inadequate depth
perception,” the report said.
Two other deficiencies relate to fuel
manifold leaks and auxiliary power unit
drain mast cracks, which have resulted
in increased maintenance and limited
aircraft availability, GAO found.
Another issue is the auxiliary power
unit duct clamps detaching, which
could pose safety risks, according to
GAO. There are also deficiencies related
to the boom being too stiff during
refueling attempts with lighter aircraft,
which could result in its striking and
damaging receiver aircraft.
Gen. Charles “CQ” Brown Jr., chief
of staff of the Air Force, said work is
underway to fix the issues, including the
remote vision system. Both the service
and Boeing are working to develop
what they call the remote vision system
2.0.
“We are making great progress there
with the Air Force engineers and with
the Boeing engineers to bring that capability” into the fold, he said during a
June hearing before the Senate Armed
Services Committee. It is on track to
deliver in the fiscal year 2023 timeframe, he added.
Paul Waugh, program executive officer for mobility and training aircraft,

said the Air Force and Boeing are currently working through the design portion of RVS 2.0.
Mike Hafer, Boeing’s KC-46 global
sales and marketing lead, said the Air
Force wanted a wholesale redesign on
the system.
“They were concerned that it didn’t
have the visual acuity to acquire the
receiver, and that visual acuity could
also cause inadvertent contact with a
receiver airplane that the boom operator ... would not know about,” he told
National Defense.
While developing RVS 2.0 was challenging and tough at first, it drove Boeing to sit down with the Air Force to
develop and upgrade the system so that
it is exactly what the service wants, he
said.
“We’re literally redesigning this
remote vision system with technology
that did not exist when this contract was
first signed,” he said. “Boeing is going, I
would say, above and beyond to meet
the warfighter’s requirements.”
The new system will include 4K ultra
high-definition color cameras, monitors
and displays; updates to the system’s
video graphic computers; and fiber
optics for fast relay and a high data rate,
Hafer said.
“I see nothing but a good, positive trajectory for the program,” he said.
The Air Force has already accepted at
least 47 KC-46s and will receive a total
of 179 platforms, according to service
officials and Boeing. The program is
limited to 13 production lots, with the
A KC-46 refuels a fighter jet.
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last planned procurement in 2027 and
delivery in 2029.
The Air Force awarded Lots 6 and 7
for the program in January, increasing
the number of production aircraft on
contract to 94, according to the service.
The Lot 8 contract for up to 15 aircraft
is projected to be awarded in the second
quarter of fiscal year 2022.
In President Joe Biden’s fiscal year
2022 budget request, which was
released in May, the Air Force asked for
$73.4 million in research, development,
test and evaluation funding for ongoing
KC-46 engineering and manufacturing
development and post-production modification efforts.
“That would include the boom telescope actuator redesign effort resolving
the stiff boom deficiency,” according to
prepared testimony from Air Force officials for a SASC hearing. “Additionally,
the budget requests $2.4 billion in procurement funding to award Lot 8.”
Lot 8 would include 14 aircraft plus
associated spares, engines, support
equipment and wing air refueling pods,
according to the testimony.
Meanwhile, as the service works to
resolve issues, it is looking to the future
to what it calls its “bridge tanker” effort.
The program is meant to bridge the gap
at the end of KC-46 production and the
service’s next-generation tanker, known
as KC-Z, according to a sources-sought
announcement released to industry by
the Air Force Life Cycle Management
Center in June.
The center is currently reviewing the

responses it received from the request
for information, Waugh said.
The Air Force is looking for 140 to
160 commercial derivative aircraft that
must be operational by 2030, according
to the RFI.
Lt. Gen. Duke Richardson, military
deputy at the office of the assistant secretary of the Air Force for acquisition,
technology and logistics, said the service
is “not looking at something that is going
to require a lot of time and effort to
develop.”
The Air Force is still in the very early
stages of the effort, he noted. “We will
be at this for a few years, trying to figure out what our actual requirement is,”
he added.
The service hopes to avoid the same
issues that it encountered with the
Pegasus, Waugh said.
“Our plan, at least right now, is to
lay out a program that takes advantage
of this non-developmental piece,” he
said during a briefing with reporters in
August. “We, hopefully, shouldn’t have
a whole lot of the development issues
that maybe we’ve seen on the KC-46.”
The Pegasus was the first new tanker
the service developed since the KC-10
in the early 1980s, Waugh said. Now,
the advancement of technologies such
as digital engineering should alleviate
some issues.
“We plan to incorporate as much of
the digital tools into the bridge tanker
as we can,” he said. “I certainly think
if the KC-46 was a digital designed
platform … it would allow us — on
the manufacturing
side especially — to
make changes much
more rapidly, understand some of the
potential impacts of
design changes on the
weapon system, and
then adjust those …
[by modeling them]
inside the digital
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models and see if we had the right solution going forward.”
Meanwhile, Richardson said it’s possible that the bridge tanker could be
“uncrewed.”
A requirement for autonomy would
have to come from operational users
such as Air Mobility Command and Air
Force headquarters, Waugh said. However, he noted that the aircraft is meant
to be non-developmental, and the service does not currently have a fielded
autonomous refueling system.
“You would have to do some work
to that [to make it autonomous], so
that makes it … developmental at some
level,” he added.
Meanwhile, Waugh said he is aware
that there is political “swirl” around
the bridge tanker. The competition is
expected to be hotly pursued by industry — particularly rivals Boeing and Airbus — just as the KC-46 was a decade
ago. Legal wrangling and a protest
resulted in Boeing ultimately receiving
the KC-46 contract.
Hafer said Boeing is all-in on the
bridge tanker project.
“Boeing is 100 percent committed
to the Air Force program,” he said.
“We eagerly want to look at what their
requirements are, where they want to
go with it, and we’re ready to compete
for it.”
While the company has had to work
through issues with the KC-46, Hafer
believes it is still in an advantageous
position.
“The issues are being retired with the
KC-46,” he said. “The Air Force is having a hand in developing the solutions.
… That really plays to our strengths.
The Air Force knows exactly what it’s
getting and is actually helping design the
future of the airplane.”
If the service were to go to with
another contractor, that could create
risk, he said. “They don’t know what
the challenges are going to be with that
other airplane,” Hafer added.
Waugh noted that past performance
of contractors will play a part in a future
bridge tanker acquisition decision.
“Our source selection process includes
past performance, as well as technical
evaluations,” he said. “We haven’t built
the acquisition strategy or the source
selection plan, but I anticipate that past
performance would be one of the things
we consider on any acquisition program,
including the bridge tanker program.” ND
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Ethical, Legal Implications of Paying Ransoms
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Additionally, the profitability of ransomware incentivizes
threat actor engagement in this practice. According to the
Department of Homeland Security, approximately $350 million in ransom was paid in 2020, a more than 300 percent
increase from the previous year.
The FBI “advocate[s]” against paying ransoms, in part because
it does not guarantee access to or the deletion of the stolen
data. Companies should weigh how to respond to the ransom
demand and whether engagement or payment would violate
government regulations, risk the privacy of customers, breach
commercial agreements, waive attorney-client or work product
privileges, or have any other legal/compliance consequences.
Payment by the company or insurance carrier may trigger
questions as to whether the payment constitutes funding criminal groups, terrorism, rogue states and/or violating anti-money
laundering laws. However, actions taken under duress do not
ordinarily constitute a crime.
Before engaging with the threat actor, companies should be
mindful of the recent advisory from the U.S. Department of the
Treasury’s Office of Foreign Assets Control (OFAC) on potential sanctions risks associated with ransomware payments.
For example, OFAC has designated “numerous” malicious
cyber actors under its sanctions programs, including ransomware attackers and the transaction facilitators.
Under the International Emergency Economic Powers Act and Trading with the Enemy Act, U.S. persons
generally are prohibited from engaging in transactions,
directly or indirectly, with individuals or entities on
OFAC’s Specially Designated Nationals and Blocked
Persons List, other blocked persons, and those covered by
comprehensive country or region embargoes. Numerous cyber
threat actors are on these lists.
OFAC can impose civil penalties for sanctions violations
based on strict liability. Meanwhile, it will consider a company’s
cooperation with and report of a ransomware attack to law
enforcement to be a “significant mitigating factor” in determining an appropriate enforcement outcome if the situation is later
determined to have a sanctions nexus.
From a commercial lens, production or delivery problems as
a result of a ransomware attack may cause a company to be in
breach of service agreements, purchase orders, or other contractual provisions. Therefore, companies should consider the force
majeure, early termination and cure clauses in its commercial
agreements. In addition, there may be provisions that require
the company to inform its investors, business suppliers and/or
customers that it paid the ransom.
Waiting until right-of-boom to assess these legal and ethical
issues will only complicate the situation. As OFAC’s advisory
makes clear, companies should have an incident response plan
that contemplates a potential ransomware attack before an
attack occurs. ND
Phyllis Sumner is a partner and chief privacy officer at King & Spalding. Jillian Simons is a law clerk at the firm.
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n Ransomware has emerged as one of the most virulent cybersecurity risks. In recent years, particularly during the pandemic,
ransomware attacks have become more focused, sophisticated,
costly and numerous. As ransomware tactics evolve, companies
must make strategic and risk-based decisions on whether to
engage with threat actors and/or pay the ransom.
According to Sophos, 51 percent of surveyed companies
were impacted by a ransomware attack in the last year. By the
end of 2021, it is estimated that a business will be targeted by a
ransomware attack every 11 seconds, causing up to $20 billion
in damage.
How should companies respond to a ransom demand?
They should follow their incident response plan, which
should include immediately notifying the legal department at
the beginning of a ransomware investigation or upon receiving
a ransom demand. Their attorneys should establish a privileged
protocol to protect attorney-client privileged communications
and attorney work product prepared at the direction of counsel
for the purpose of providing legal advice to the company.
Such protocols reduce the risk of exposing critical communications regarding the scope of, and contributing factors to, the
security incident, as well as risks to the company. Otherwise,
communications and work product could become discoverable
in any subsequent class-action lawsuits or other legal claims
brought because of the security incident.
Even if the company has a “no pay” ransom policy,
attorneys should review the organization’s cyber
insurance policy to determine whether the policy
covers a ransom payment and notify the carrier early
in the incident. They should consider whether to enter into
a common interest agreement with the carrier to protect the
privileged nature of the communications. In addition, carriers generally pre-approve ransom payments, which generally
requires certain diligence before any payment is made.
If the company does not have a “no pay” policy, it should
have a clear escalation process for decision points concerning
payment. The incident response plan should outline the ultimate decision-makers, which may be the executive team or the
board of directors. These decision-makers must weigh the risks
to the company, including the ability to recover data through
other means, reputational damage, potential legal liabilities and
ethical considerations.
Organizations should weigh several ethical implications
regarding the decision to pay the ransom. For example, the
company may gain the reputation as a paying entity, which
makes it a lucrative target. And if paying through cyber insurance, threat actors sometimes research other companies holding
such cyber policies, which is often reported in investor disclosures for publicly traded companies.
According to cyber insurance firm Coalition, ransomware
attacks are the most reported cyber insurance claim. By paying,
even with a negotiated discount, hackers can sustain their current business operations and reinvest in enhanced tactics, tools
and procedures, or other criminal or illicit activities.

Policy Points

BY NICHOLAS LAPINSKI

AI, Commercial Firms Key to Future of GEOINT

iStock photo

n The United States relies on its constellations of spy satellites
to provide decisionmakers with critical information and data.
But why should taxpayers fund advances in collection capabilities if the United States cannot process, exploit and disseminate
all of the raw data it already has?
Most of the raw data collected by the intelligence community is not processed, which arguably defeats the entire purpose
of having extensive technical collection systems. Geospatial
intelligence processing involves the conversion of “data into
a useable form or formats suitable for analysis, production
and application by end users,” according to the Joint Chiefs of
Staff’s Joint Publication 2-03, “Geospatial Intelligence in Joint
Operations.”
The value of time sensitive data collection is limited if the
material is not processed quickly. However, providing more efficient GEOINT processing can be achieved through commercial
partnerships and the use of artificial intelligence.
In an interview, Mark Lowenthal, former assistant director of
central intelligence for analysis and production from 2002 to
2005 and author of Intelligence: From Secrets to Policy, noted that
the National Geospatial-Intelligence Agency has been using
a variety of techniques to help process increasing amounts of
imagery.
Bolstering GEOINT commercial partnerships can
help to process most — or perhaps all — of the raw
geospatial data collected by the intelligence community. NGA and the National Reconnaissance Office
have already partnered with some commercial
organizations, and these efforts are likely to expand
in the future. While there are no plans by the NGA
or NRO to list all their potential partners, larger contracts are
anticipated to be negotiated within the next few years.
The NRO is sponsoring studies to determine the extent of
companies’ respective capabilities and determine which firms
can provide reliable support to the agency’s mission. The next
step will be establishing procurement contracts that provide a
clearer picture of the future partners for the spy organization.
Lowenthal noted that the NGA created a project called
GEOINT Pathfinder, which sought to answer key intelligence
questions from unclassified sources only. One result has been
NGA Tearline, which involves NGA partnering “with expert
private groups to create public-facing and authoritative opensource intelligence on various strategic, economic and humanitarian intelligence topics that tend to be underreported within
in-depth or long-form formats.’”
While commercial imagery may have lower capabilities compared to the satellites operated and maintained by the NRO,
commercial geospatial organizations can provide imagery on
the same location more often. The improved consistency of
imagery can provide information on dynamic changes in areas
of interest.
“The intelligence community has been committed to using
commercial imagery whenever possible for many years,”
Lowenthal said. “Not every issue requires exquisite imagery

— although commercial imagery today is very good. By using
commercial imagery where possible, we reserve the classified
systems for the issues where they bring the needed intelligence.”
Some intelligence-gathering methods require more data
or processing power than others. For example, activity-based
intelligence, also known as ABI and sometimes referred to
as the “pattern of life,” requires an extensive amount of data,
Lowenthal said. ABI intelligence collection is based on observed
behaviors that are more likely to indicate that an activity of
interest is taking place in that location. It can look either for
activities that seem to differ from the norm in a given location
or for patterns that indicate an activity — such as teams planting improvised explosive devices, he said.
Besides utilizing commercial industry, artificial intelligence
will also provide ample opportunity for growth in the efficiency
of GEOINT processing. Analysts need to be able to integrate
increasing levels of data from multiple technical sources but are
impeded by modern inefficiencies such as time limitations that
hinder effectiveness. AI has exhibited the potential to be more
efficient at processing big data by recognizing patterns and
relaying that information with similar attributes to a human
source for analysis.
However, “there are now concerns about images
being manipulated by AI to falsify the information
in the image,” Lowenthal said. “The United States
has placed export restrictions on certain AI programs that search for ‘points of interest’ in geospatial
imagery. NGA is also looking at AI to detect false
imagery. But remember, all of this AI has to be programmed by humans.”
By allowing analysts access to narrowly defined data sets
determined by AI algorithms, there are greater possibilities for
breakthroughs that will provide a strategic advantage to warfighters and policymakers. Although artificial intelligence has
tremendous potential to provide innovation to modern practices, it can never completely replace the role of a human in every
aspect of processing. AI does not — and may never — have a
firm grasp of situational understanding that provides insight and
intuition in complex scenarios, which may prevent prolonged
development of this potentially innovative solution.
As collection capabilities continue to increase, partnerships
between the intelligence community and private industry could
provide much needed improvement to GEOINT processing
capabilities. In the future, the leveraging of commercial systems
with AI and big data analytics could facilitate improvements in
the efficiency of such processing.
Ultimately, this capability will be key to developing timely,
relevant and actionable intelligence at scale to take advantage of
the operational concepts envisioned for the future such as joint
all-domain command and control — capabilities that may keep
the American warfighter advantaged for another generation. ND
Nicholas Lapinski is an NDIA junior policy fellow.
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Government Contracting Insights

BY PETER TERENZIO, MIKE WAGNER AND NOOREE LEE

Major Changes Proposed to Buy American Rules

50
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50 percent domestic content threshold had been in place for
nearly 70 years, and many contractors built their supply chains
around that requirement. The increase to 55 percent in January 2021 required many contractors to engage in renewed
analyses of their supply chains, and a further jump up to 75
percent may present a significant challenge for companies with
global supply chains.
The current regulations calculate domestic content based on
the cost of components, but Executive Order 14005 directed
the Federal Acquisition Regulatory Council to consider a new
test that considers “the value that is added to the product
through U.S.-based production or U.S. job supporting economic activity.” For now, the council has proposed to retain
the cost of components test, but it has also left the door open
to adopting a value-added test at some point in the future, as
it elected to solicit public comment on the feasibility of such
a test and the strengths and weaknesses of the current cost of
component test.
The impact of the other two changes related to “critical”
items will turn largely on the products and components that receive this
designation. But the enhanced price
evaluation preferences may result in
significant competitive advantages
for certain domestic manufacturers,
while the new reporting requirements
would add to contractors’ existing
administrative burdens. For that reason, we can be sure that the separate
rulemaking identifying “critical” items
and components will be the subject of
intense interest. The Notice of Proposed
Rulemaking requests public comment
on “what specific items or components … should receive an
enhanced price preference and why,” so we expect industry to
be particularly engaged on this issue from the outset.
The recent focus on new Buy American Act standards has
coincided with a marked increase in enforcement. In the
past 18 months, there has been a clear uptick in enforcement actions — both civil and criminal — based on alleged
noncompliance with the BAA and other domestic sourcing
requirements. Given the government’s appetite for pursuing
investigations in this space, contractors should carefully consider how these latest proposed changes would affect their internal processes for making required certifications and obtaining
the same from their suppliers.
The proposed rule does not represent the end of the road
for this rulemaking effort. Comments on the proposed rule
may be submitted until Sept. 28. Given the implications for
industry, we foresee significant interest in — and likely changes
to — the rule before it is finalized. ND
Peter Terenzio is an associate, Mike Wagner is a partner and Nooree
Lee is special counsel at Covington & Burling LLP.
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n On July 30, the Biden administration issued a proposed rule
billed as “the most robust changes to the implementation of
the Buy American Act in almost 70 years.”
Aimed at strengthening domestic content requirements and
bolstering domestic procurement preferences, it comes on the
heels of several other actions by the administration to limit
reliance on foreign sources of critical components and promote
greater economic and national security by supporting domestic
manufacturing.
The Notice of Proposed Rulemaking proposed three major
changes.
Consistent with Executive Order 14005 on “Ensuring the
Future Is Made in All of America by All of America’s Workers,” it would initially increase the domestic content threshold
for determining whether an item qualifies as “domestic end
product” or “domestic construction material” from 55 percent
to 60 percent. It also proposes to increase the threshold to 65
percent in two years, and to 75 percent five years after the
second increase.
Suppliers holding a contract with a
period of performance that spans the
schedule of threshold increases would
be required to comply with each
step increase for the items in the
year of delivery. However, there is a
“fallback threshold” exception that
would allow end products — other
than certain iron and steel products
— that meet the current 55 percent
threshold to qualify as “domestic” when
other products that meet the higher thresholds are unavailable or unreasonably expensive.
The proposal outlines a framework for enhanced price
preferences for certain “critical items” and “critical components” manufactured in the United States. Notably, it does not
designate any specific articles as “critical” — the list of “critical”
items and associated preference factors will be set forth in a
separate rulemaking. This list will be updated periodically and
published in the Federal Register to allow for public comment.
The proposed rule also sets forth new domestic content
disclosure requirements for “critical items” and end products
containing “critical components.” Contractors that supply these
items would be required to submit a post-award disclosure
to the newly established Made in America Office identifying
the percentage of domestic content in each critical product,
and the percentage of domestic content in each domestic endproduct they supply that includes a critical component.
If implemented without revision, the proposed rule has the
potential to alter the contracting landscape in several important ways.
The immediate increase to a 60 percent domestic content
requirement — and the phased increase to 65 percent and
then 75 percent — represent a significant strengthening of
the traditional Buy American Act regime. Prior to 2021, the
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Association Launches Emerging
Technologies Institute
Dr. Mark

Lewis
n With the aim of maintaining the U.S. military’s advantage on the battlefield, the National
Defense Industrial Association officially kicked
off its new Emerging Technologies Institute in
July.
“In terms of the threats we face as a nation
and as we emerge from the unprecedented
COVID-19 pandemic, our economy and our
national security are at an inflection point,” said
Arnold Punaro, chair of the association’s board and CEO of The
Punaro Group.
“As an independent affiliate of NDIA, ETI will identify and
promote the technological advances most essential to our country’s economic competitive needs and success,” he said.
The association is putting the full force of its nationwide network of chapters, divisions and corporate members behind the
effort, Punaro said during a kickoff event at NDIA’s headquarters in Arlington, Virginia.
ETI — which is being led by Executive Director Dr. Mark
Lewis, the former acting deputy undersecretary of defense for
research and engineering and director of defense research and
engineering for modernization — will focus on key technology
areas including: artificial intelligence; autonomy; biotechnology;
cyber; directed energy; command, control and communications;
hypersonics; microelectronics; quantum science; space; and “5G
to Next G.”
Ellen Lord, former undersecretary of defense for acquisition
and sustainment and a member of ETI’s advisory board, praised
NDIA for standing up the institute.
“NDIA has leaned forward to do something that is truly
at the nexus here of national security and economic security,
making sure that we are implementing critical technologies to
close gaps that we have in warfighting today,” she said during a
meeting with reporters.
Speaking during the event, Gen. John Hyten, vice chairman
of the Joint Chiefs of Staff, stressed the need for an organization
such as ETI.
“How do we get to the point where we need an Emerging

Technologies Institute?” he asked. “Holy cow, when I joined the
Air Force, the Air Force was about modernization. It was about
technology. That’s what we did.”
Now, facing threats from a resurgent Russia and aggressive
China, the military must pick up the pace and move quickly as
it procures new equipment, he noted. Beijing is already bolstering its military with new capabilities in nuclear
weapons, cyber and hypersonic missiles, he added.
“They’re doing all of this to challenge the
United States,” he said. “We have to figure out
how to respond to that, not just with the ‘what’
— but with the speed necessary to stay ahead of
any competitor we have in the world.”
To counter adversaries, the Defense Department needs help from organizations such as the
Emerging Technologies Institute “that actually gets
us focused on where we need to go,” Hyten said.
While the institute officially launched in July, it recently held
a workshop in June focusing on defense modernization issues.
Based on that event, the institute produced a report, “The
Modernization Quandary,” and offered recommendations to the
government as it works to procure new equipment.
ETI’s advisory board is made up by Punaro; Lord; NDIA
Chairman Emeritus Dick McConn; Purdue University President
Mitch Daniels; Paul Madera, co-founder and general partner
at Meritech; and retired Rep. Mac Thornberry, R-Texas, who
previously served as the chairman of the House Armed Services
Committee.
ETI wants to harness the power of small businesses as it
works with industry, Lord said.
“[I’m] hopeful that ETI can be a channel for business —
especially small businesses — where it’s not as clear how to
interface with DoD,” she said. “The forum that ETI provides …
[is] an enormous opportunity to have kind of a quick on-ramp
for companies.”
NDIA President and CEO Hawk Carlisle said the association is particularly well positioned for this because most of its
members are small businesses.
Lewis noted that the institute plans to hold future workshops
with an emphasis on small businesses.
Looking ahead, McConn said both NDIA and ETI hope to
hold a large conference in support of the organization, similar in
size to the Association of the United States Army’s or Air Force
Association’s annual conferences, which draw in thousands of
participants. The goal is to hold the confab in the fall of 2022 or
in 2023 at the latest, he noted. ND

NDIA Establishes New Northern Tier Chapter

NDIA / Melanie Yu photo

n The National Defense Industrial Association announced the establishment
of its 30th chapter, representing the
Northern Tier of the United States. The
chapter will represent five states, including Minnesota, Montana, North Dakota,
South Dakota and Wyoming.
The chapter debuted in July during a virtual event which included the
chapter’s first president, Terry Sando, as
well as NDIA’s Executive Vice President

James Boozer and NDIA’s Chair Emeritus and Emerging Technologies Institute
Chair Dick McConn.
“As a native of North Dakota, I’m
proud of the small role I played in catalyzing this new chapter,” McConn said.
“I know there are tremendous opportunities for defense and national security
companies in these five states, and NDIA
is the right association to ensure we effectively leverage their contributions.”

Meanwhile, Boozer said: “We believe
the chapter will find ways to educate
stakeholders about arms control issues,
bombers, intercontinental ballistic missiles and upgrades to nuclear command,
control and communication.”
Chapter officers include Brenda
Wyland, vice president for North Dakota;
Mike Johnson, vice president for Minnesota; James Cluff, vice president for Montana; Dale Steenbergen, vice president
for Wyoming; Joleen Leier, secretary; and
Brekka Kramer, treasurer. ND
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CALENDAR
We look forward to
bringing together leaders in government, industry,
and academia again to solve
the most challenging issues
in national security in person
soon with the health and
safety of all of our registrants
in mind. NDIA is meeting
face to face and will follow
local, state and CDC guidelines to keep everyone safe.
Visit NDIA.org/events for
more information.
Christine M. Klein
Senior Vice President,
Meetings, Divisions
& Partnerships

SEPTEMBER

19-21 Precision Strike

Defense Fall Webinar Series
Virtual
WomenInDefense.net

Technology Symposium
(PSTS-21)
Laurel, MD
Classified U.S. Only
NDIA.org/PSTS21

27-29 2021 Undersea Warfare

27 NTSA October Webinar

29 NTSA September Webinar

NOVEMBER

9, 16 & 23 2021 Women In

Fall Conference
Groton, CT
NDIA.org/FallUSW

Virtual
TrainingSystems.org

OCTOBER
4-7 24th Annual Systems and

Mission Engineering Conference
Orlando, FL
NDIA.org/SME21

18-21 2021 Future Force

Capabilities Conference and
Exhibition
Columbus, GA
NDIA.org/FutureForce21

Virtual
TrainingSystems.org

2-4 2021 Aircraft

Survivability Symposium
Monterey, CA
Classified U.S. Only
NDIA.org/Aircraft21

3-4 32nd Annual NDIA
SO/LIC Symposium
Washington, DC
NDIA.org/SOLIC

17 NTSA November Webinar
Virtual
TrainingSystems.org

EMERGING TECH HORIZONS
A National Security Podcast
with Dr. Mark Lewis
This brand-new podcast invites you to listen in on
conversations with Dr. Mark Lewis, the Executive
Director of NDIA’s Emerging Technologies Institute, as
he welcomes a diverse slate of national security leaders
from government, industry, and academia to discuss
the defense technologies of today and tomorrow. Each
episode takes a deep dive as the experts share their
personal views on future technology topics, providing
listeners with unique perspectives on the latest in
emerging technologies and how they relate to national
security. Listen to Emerging Tech Horizons where you
find all your favorite podcasts.

EmergingTechnologiesInstitute.org/Podcast
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Watch an ETI
video using the
NDIA AR app

FUTURE FORCE
CAPABILITIES

CONF ERENCE & EXHIBITION
Armaments, Robotics, Munitions, and EOD – Merged to Meet the Mission
Registration is now open
This highly anticipated, first-time event reimagines the Armaments, Robotics, and Munitions conferences
as well as integrates the Global EOD community to deliver enhanced opportunities for attendees to engage
in creative interdisciplinary conversation and collaboration. Over the course of four days, we will hear from
a team of top leaders in government, industry, and academia amid capabilities briefings, keynote remarks,
panels, technical paper presentations, exhibits, and a live-fire demonstration. With a variety of learning and
networking opportunities, you do not want to miss this event. Register today!

October 18 – 21, 2021 | Columbus, GA | NDIA.org/FutureForce21
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24TH ANNUAL SYSTEMS
& MISSION ENGINEERING
CONFERENCE
Register Today
This year’s premier gathering of the Systems and Mission
Engineering community will convene both domestic and
international government and industry leaders to extend
the reach of our knowledge and impact. Attendees will have
access to keynote remarks, plenary and technical sessions,
industry showcases, and learning opportunities that
promise key insight into transformation and modernization
as they relate to defense program acquisition and system
performance. Secure your registration today to ensure your
attendance at this not-to-be-missed event.

October 4 – 7, 2021 | Orlando, FL | NDIA.org/SME21

32ND ANNUAL NDIA

SO/LIC

SYMPOSIUM
Register Today
Join us in the nation’s capital to fuel the critical
role of special operations/low-intensity forces
in our national security strategy through
discussions on strategic competition as it relates
to access, placement, and influence. We will
collaborate to conquer the wider and more
demanding SOF mission set to ensure our
special operators’ advantage on the battlefield.
Don’t miss this trailblazing event.

November 3 – 4, 2021 | Washington, DC
NDIA.org/SOLIC
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Connecting Talent with Great
Opportunities
This latest member benefit of the National Defense
Industrial Association offers qualified defense and
national security professionals and employers an
intuitive platform to identify the next best opportunity
or candidate. With single-sign-on, quick and advanced
searches, job alerts, career resources, pre-screen
questionnaires, success tracking, and more, the
NDIA Career Center is the defense industry’s premier
resource for career growth and advancement.

Log in and complete your profile today at
Jobs.NDIA.org

AN ONLINE COMMUNITY FOR
DEFENSE PROFESSIONALS
NDIA Connect is a member-only benefit that’s
bustling with information, conversation, and activity
stimulated by defense professionals from industry,
government, and academia. Log in today to
explore the platform’s various functionalities and
contribute to our collective mission in support of
the warfighter. From anywhere and at any time,
use NDIA Connect to network with colleagues,
collaborate on projects, and stay connected.

Connect.NDIA.org
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Next Month

Fueling the Army

Marine Corps

■ Battlefields of the future will require the Army to invest in
a mix of energy sources, including jet propellant 8, diesel and
renewable diesel, according to a recent study. National Defense
examines how the Army and industry are responding to these
findings.

■ Turning its attention to the Indo-Pacific after years of counterinsurgency fighting in the Middle East, the Marines plan to
leverage new capabilities and tactics in a potential future conflict with China. What will the force of tomorrow look like?

Soldier Battery Tech

■ To project and sustain military power overseas, the United
States must maintain a robust strategic sealift capability. In our
next issue, National Defense explores what is being done to
keep this capability up to date.

■ The Army is developing a family of new batteries and other
advanced power sources to lighten the load of soldiers. In our
next issue, Army researchers and engineers discuss the development of these new technologies.

Army Training and Simulation
■ Multi-domain operations are the future of warfare. To prepare soldiers for the fight across all domains by 2028, officials
are reconsidering which training capabilities to prioritize.

Sealift

Space
■ Our correspondent reports on the latest developments in
national security space from the Space Symposium in Colorado Springs.
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Protecting the Nation’s
Critical Assets is in
BlueVoyant’s DNA

Much of our Senior Leadership team served as Government Agency leaders and
half our DIB Services Team are veterans. Our commitment to national defense is
evident in our holistic suite of CMMC and related cyber services:

Customized services for all levels of CMMC including scoping CUI and FCI, pre-assessment
reviews, SPRS entry support, compliance management vCISO services, targeted security
awareness training, policy development, and more.

Supply chain risk analysis to illuminate strengths and weaknesses in your subcontractor network.

MSS services to ensure continued alignment with security best practices.

Contact us today and let our experts
help you with your preparation needs

For information about BlueVoyant’s
CMMC Services contact us at:
cmmc@bluevoyant.com | (646) 586-9914
www.bluevoyant.com/cmmc-services

Join the CMMC Center Slack Group
A Secure and managed place to discuss the challenges
and success of your CMMC journey. To request access,
email cmmccenter@bluevoyant.com using your
corporate email.

D EL IVERING
ON TARGET

New technology for more capable,
high-performance weapons guidance
Our Atlantic Inertial Systems’ ultra-reliable Micro-Electro
Mechanical Systems (MEMS) inertial measurement units
extend the range and performance of many weapons types.
And now, they deliver fibre-optic gyro levels of performance
without the added size, weight and cost.
collinsaerospace.com/gnc
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